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AAbstract

I tackle the problem of naming and sharing resources across administrative boundaries. Con-
ventional systems manifest the hierarchy of typical administrative structure in the structure
of their own mechanism. While natural for communication that follows hierarchical pat-
terns, such systems interfere with naming and sharing that cross administrative boundaries,
and therefore cause headaches for both users and administrators. I propose to organize re-
source naming and security, not around administrative domains, but around the sharing
patterns of users.

The dissertation is organized into four main parts. First, I discuss the challenges and
tradeoffs involved in naming resources and consider a variety of existing approaches to
naming.

Second, I consider the architectural requirements for user-centric sharing. I evaluate
existing systems with respect to these requirements.

Third, to support the sharing architecture, I develop a formal logic of sharing that cap-
tures the notion of restricted delegation. Restricted delegation ensures that users can use the
same mechanisms to share resources consistently, regardless of the origin of the resource, or
with whom the user wishes to share the resource next. A formal semantics gives unambigu-
ous meaning to the logic. I apply the formalism to the Simple Public Key Infrastructure
and discuss how the formalism either supports or discourages potential extensions to such
a system.

Finally, I use the formalism to drive a user-centric sharing implementation for distributed
systems. I show how this implementation enables end-to-end authorization, a feature that
makes heterogeneous distributed systems more secure and easier to audit. Conventionally,
gateway services that bridge administrative domains, add abstraction, or translate protocols
typically impede the flow of authorization information from client to server. In contrast,
end-to-end authorization enables us to build gateway services that preserve authorization
information, hence we reduce the size of the trusted computing base and enable more
effective auditing. I demonstrate my implementation and show how it enables end-to-end
authorization across various boundaries. I measure my implementation and argue that its
performance tracks that of similar authorization mechanisms without end-to-end structure.

I conclude that my user-centric philosophy of naming and sharing benefits both users
and administrators.
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Chapter 4

The logic and semantics of
restricted delegation

In this chapter, I introduce the formal logic and semantics of restricted delegation. I assume
that the reader is familiar with the basic operation of modal logic, the Calculus for Access
Control, and the semantics that support it. I provide a brief introduction to modal logic in
Appendix B, and an overview of the Calculus for Access Control in Appendix C.

Formulas labeled with a P, S, L, or A prefix are from the Calculus for Access Control,
and are defined in Appendix C. I label formulas developed in this(gh_agtggw_it_h}m E prefix
to indicate that they are part of my extended logic. I label formulas developed in Chapter 6
with a T prefix to indicate that they are part of the separate tag semantics.

The semantics given in [ABLP93] uses symbols that are conventional in the modal logic
community but may surprise those from other backgrounds. The reader should be aware
that T use the symbol = for logical implication, and the symbol = for the “speaks-for”
operator on principals. Table 4.1 summarizes the notation I use for sets in the following
sections.

4.1 Definition of restricted delegation

Lampson et al. mention in passing the idea of a restricted speaks-for operator [LABW92,
p. 272]. In this section, I introduce my speaks-for-regarding operator, which formalizes the

notion of the restricted speaks-for operator. It is written B EN A, and read “B speaks for A
regarding t}.l‘e set of statements in 7.7 T is any subset of >*. The desired meaning is that
when a,’e'zi_\

- r
(Ei‘lé}?aﬂﬁéeyé_al‘t{f}fl_s_aw_))

The power of the speaks-for-regarding operator L is that A can delegate a subset of
its authority without modifying any ACLs. Contrast the situation with the use of roles in
the Calculus for Access Control (see Appendix C.5), where to delegate authority over a
restricted subset of her resources, a user had to define a role and install that role in the
ACLs of each resource to be shared.

39
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40 CHAPTER 4. THE LOGIC OF RESTRICTED DELEGATION

Set Example Description

members
by s, t The set of primitive propositions. They represent
resources.
¥* o,T The set of well-formed formulas (statements)
SNt constructed from X, A, =, Asays, and B = A
2>" Sw The set of sets of statements
\'I_’_________X_T_B} The set of primitive principals. They represent
agents, including people, machines, programs, and
communications channels.
P* .A/,AB The set of compound principals constructed from P,
A MB A, |, and -N
N N The set of local names

Table 4.1: The symbols used to represent sets in this dissertation.

Restricted speaks-for is transitive:

FCEB)ABS A)S(CE A (Axiom E1)
We expect the A operation on principals to be monotonic over L.

(B2 A)S(BAC)Z (AAC) (Axiom E2)

Restricted control over two principals is the same as restricted control over their con-
junct:

FCEAANCEB =CE (ANB) (Axiom E3)

Let U be the universe of all well-formed formulas; that is, those formulas over which a
model M defines £. Restricted speaks-for degenerates to the original speaks-for when the
restriction set is the set of all statements:

F(BY A) = (B= A) (Axiom E4)

If Bob speaks for Alice regarding a set of statements T', he surely speaks for her regarding
a subset TV C T

F(BE A BE A (Axiom E5)

Using Axiom E5, a chain of delegations can be collapsed to a single delegation, connecting
the head principal in the chain to the tail, whose restriction set is the intersection of the
restriction sets of each of the original delegations.

FCE2B)ABE AL 4 (Theorem E6)
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4.2. SEMANTICS OF = 41

This is not to say that C may not speak for A regarding more statements than those in the
intersection; I address this topic further in Section 7.9.

If we have two restricted delegations from Alice to Bob, we might expect Alice to speak
for Bob with respect to the union of the restriction sets. Because of the semantics I choose

for :T>, however, this intuition does not hold.
B2 AABEALBE A (Result E7)

In Section 4.2.1, I describe a relation weaker than L for which the intuitive statement holds.
The quoting operator on principals (|) is monotonic in both arguments over =-. Quoting

is still monotonic over = in its left argument:
(B3 A)oCIBSClA (Axiom ES)
My semantics does not justify monotonicity in the right argument, however:
(B A)5B|CS AlC (Result E9)

Hence, when quoting others, principals cannot automatically invoke the same delegated
authority they have when speaking directly. The same counterexample that shows Result E9
shows the same property for the weak speaks-for-regarding relation defined in Section 4.2.1,
so it seems that the notion of quoting simply does not mix easily with restricted delegation.
This result appears to limit the usefulness of quoting, because principals cannot employ
quoting with the same ease as in the Calculus for Access Control.

We can salvage some of the convenience of quoting, however, by propagating the quoted
prlnc1pal through the restriction set. Let T * be the closure of T' Wlth respect to the propo-

and if UIE —TC, then (Csayso) G‘TC Now (7*)C' is the modal closure apphed to the
proposwleﬂal-elosmﬁe-oﬁ -eome—orgihal set T. With these definitions, we can justify this
axiom:

= (5 ()¢ A) = (Blc % Acc) (Axiom E10)

When T = U, this axiom reduces to showing right-monotonicity for the original speaks-for
relation. This axiom means that A’s restricted delegation to B must explicitly include any
“quotes” of C about which it is willing to believe B. It seems awkward, but it is a useful
result. Why? Because in any possible-worlds semantics wherein (B EN A)o (B|C EN A|C)
for all principals C, the relation representing A depends on every other principal relation.
The introduction of malicious principals with cleverly-chosen relations into such a system
can effectively expand T until T'=U.

4.2 Semantics of ;

I use a semantics based on possible worlds, modeling a system with a model M =
(W, w, I, J) whose components are defined as in [ABLP93]. The semantic definition of
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42 CHAPTER 4. THE LOGIC OF RESTRICTED DELEGATION

2 is based on the notion of projecting a model into a space where only the statements in
set T are relevant. The idea behind this definition is that if one were to take the “quotient”
of a model M with respect to the dual of T', the resulting model M would be concerned only

with statements in 7. B = A in M should be equivalent to B 2 Ain the original model.
The model M is a projection of M that only preserves information about statements in 7.

We begin the construction by defining an equivalence relation 27: W x W that relates
two worlds whenever they agree on all statements in 7"

w =y w iff (Vo(—ET TU_E_E'[O'_-)'_\'iﬂ‘ w' e 5@5} (L‘Deﬁnition El1)
— Y

Then we define the mapping ¢r : W — W that takes worlds from the original model to
equivalence classes under =7

or(w) = or(w') iff w=2p v’ (Definition E12)

The equivalence classes belong to a set W = 27; notice that_worlds (equivalence class

to a set of equivalence class representatives in the projected model:
o7 (Sw) ={w]| Jw € Sw,p = ¢r(w)} (Definition E13)

I use bar notation (w) to indicate an equivalence class representative (member of a world
of a projected model) as opposed to a member of W in the original model.
We can now give a semantic definition of restricted delegation:

(B2 A)

W if Vg ( S (R(A)(wo)) € )

PP (R(B)(wo)) (Definition E14)

@ otherwise

For the justifications of several of the axioms it is more convenient to shift the projection
(¢) operation to one side of the subset relation. To do so, we define

qb;(R) = {<’LUO, ’LU/1> | Jwy = ’LUll, ﬁU(), wy) € R} (Definition E15)

Think of (b} as a function that introduces as many edges as it can to a relation without
disturbing its projection under 7'.

We can use (b} to give an equivalent definition of L.

L — { Wi R(A) € 67(R(B)) (Definition E16)

EB=4)= @ otherwise

The symbolic gymnastics of moving the projection to the right side of the C relation is

=A58=
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representatives) in M cannot be confused with those in M .(ﬁ_eZt_io_n_P: Tgilze_s _aconstruction

Latives)in fi- cannot be contused with those I . a\€CIoN L3 2
of qu(w‘L) o

Next we extend ¢7 to the function ¢7 : 2" — 2W that maps a set of worlds S,, C W
to a set of equivalence class representatives in the projected model:

PP(Sw) = {w| Jw € Sgzw = ¢r(w)} (Definition E13)

I use bar notation (w) to indicate an equivalence class representative (member of a world
of a projected model) as opposed to a member of W in the original model.
We can now give a semantic definition of restricted delegation:

(B2 A)

. o7 (R(A)(wo)) S
W if Yy < TQS%(R(B) (wo)) ) (Definition E14)

@ otherwise

For the justifications of several of the axioms it is more convenient to shift the projection
(¢) operation to one side of the subset relation. To do so, we define

¢ (R) = {{wo, wh) | Fwi = wiiMwp, w1) € R} (Definition E15)

Think of (b} as a function that introduces as many edges as it can to a relation without
disturbing its projection under 7'.

We can use (b} to give an equivalent definition of L.

L — { Wi R(A) € ¢ (R(B)) (Definition E16)

EB=4)= & otherwise

The symbolic gymnastics of moving the projection to the right side of the C relation is
equivalent, to_the definition in_‘@r_rr\ls of ¢%, but it makes some of the proofs more concise.
Eeetion A& shows the_equivalence. 2
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M-2. SEMANTICS OF = 43

A casual intuition for this definition is that ¢r projects from the full model M down
to a model in which worlds are only distinguished if they differ with regard to the truth
of statements in T'. If we collapse away the accessibility arrows that do not say anything
about what is happening in 7', and A’s relation is a subset of B’s relation in the projection,
then A believes everything B believes about statements in T'. This intuition is exactly what
we want for restricted delegation.

What happens if we take an alternative semantic definition for restricted delegation? I
explore one seemingly-natural but undesirable alternative in Appendix A.3. Presently, in
Sections 4.2.1 and 4.2.2, I explore two intriguing possibilities.

4.2.1 The = relation

Abadi mentions a weaker version of the speaks-for operator, B — A4, I that is true exactly
when B say{azb Is sqysa Note however that A may have some different reason than B
to say‘a ) Semaﬁ'ﬁlcally, A may consider a totally different set of worlds possible; it just
happens that’ o 1s stlll,true in those worlds. For that reason, B = A is a stronger relation
than B — A. The former requires a special (subset) relationship to appear in the model.

I define Abadi’s — operator as:

EB— A)=
w 1wa6WUE¥

\R(B)(w) C E(g)i R(A)(w) C E(F]
2Y%); oth‘a'w-rse—————

and extend the definition to allow restriction:

&BL A=
%% 1wa6WUIET- .
rm cgqu )(w) C E(5)

<D othﬁw-rse—————
These are not particularly exciting definitions; they simply state just what the axiom says:

(B—A)=(B say&aﬁ A-sqys O'L\

It is obvious that weak speaks-for-regarding degenerates into Abadi’s unrestricted —
operator, since U = X*:

Bha=B-A

T
4.2.2 The = relation

Having witnessed a weaker relation —, one may wonder why Abadi et al. preferred a
definition of speaks-for (=) that was stronger than it needed to be. The intuition seems

'Read “B weakly speaks for A.”
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operator, since U = X*:

Bha=B-A

T
4.2.2 The = relation

Having witnessed a weaker relation —, one may wonder why Abadi et al. preferred a
definition of speaks-for (=) that was stronger than it needed to be. The intuition seems

'Read “B weakly speaks for A.”
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to be that the stronger semantics captures the fact that A understands B’s reasons for

believing various statements. My L s “strong” in the same sense, and it degenerates to =
when T'=U.

My first attempt to build a strong speaks-for-regarding relation, however, ended up too
strong. I call the definition below the “mighty” speaks-for-regarding;:

T
E(B= A) =
w iwaEW

m S‘(a ) C RQB_)j_w‘)

GET \mmmmu
@ otherwise

The idea here is that if a subset relationship restricts A to say everything B says, then
permitting A’s relation to grow a little permits A to not say some of the statements _B says
(those not in T'). The definition above preserves the desired relationship: if B says?c Jevery
World B can see has\a,true because A can only see those worlds and other Worlds Where

(a 1s‘true AsaySa "VSo A has no “reasons” (edges to possible worlds) to not say(a that/B
does not also have.

The => relation seemed promising because it degenerates into = when 7' = U. It appears

T
too strong, however. For example, if T' = {s, s}, then N7&(s) = &, so any B = A would
imply B = A. The semantic requirements are so strong that many interesting choices of T’

T

are not meaningful. In fact, [ present = here precisely because it emphasizes the importance
of having a satisfying semantics to lend intuitive meaning to the logic. I explore this issue
further in Section 7.9.

4.2.3 Relationships among the relations
T A : T
Both = and = are strictly stronger than —:
B&A-B LA
BLAABS A
A T
B=A-oB = A

T T
BLASB=A

T
The = relation is certainly not stronger than =; it seems that it should be strictly weaker,
but a corner case prevents it from being so:

T T
B&AAB=A

I establish each of these relationships iné AERend1XISect10n A5,
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to be that the stronger semantics captures the fact that A understands B’s reasons for

believing various statements. My L s “strong” in the same sense, and it degenerates to =
when T'=U.

My first attempt to build a strong speaks-for-regarding relation, however, ended up too
strong. I call the definition below the “mighty” speaks-for-regarding;:

T
E(B= A) =
W if Yw e W,

oeT ——
@ otherwise

The idea here is that if a subset relationship restricts A to say everything B says, then
permitting A’s relation to grow a little permits A to not say some of the statements B says
(those not in T'). The definition above preserves the desired relationship: if B says J\:\every
world B can see has o ffrue; because A can only see those worlds and other worlds where
a"\l_s)true, Asays @‘So A has no “reasons” (edges to possible worlds) to not say J(Lh_ag)B
does not jglso have.

The => relation seemed promising because it degenerates into = when 7' = U. It appears

T
too strong, however. For example, if T' = {s, s}, then N7&(s) = &, so any B = A would
imply B = A. The semantic requirements are so strong that many interesting choices of T’

T
are not meaningful. In fact, [ present = here precisely because it emphasizes the importance
of having a satisfying semantics to lend intuitive meaning to the logic. I explore this issue
further in Section 7.9.

4.2.3 Relationships among the relations
T A : T
Both = and = are strictly stronger than —:
B&A-B LA
BLAABS A
A T
B=A-oB = A
T T
BLAAB=A

T
The = relation is certainly not stronger than =; it seems that it should be strictly weaker,
but a corner case prevents it from being so:

T T
BAA4B=A
A T
B=AAB2 A

I establish each of these relationships inkection A5,
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48 CHAPTER 5. THE SEMANTICS OF SPKI NAMES

5.1.1 Local namespaces.
First, a principal should control the meaning of any names defined relative to itself:
V principals A, Aiames N :
(Asays (B> A-N))> (B2 A-N)

I do not take this statement as an axiom for the same reason that Abadi, Lampson et al. do
not accept the handoff axiom [LABWO92, p. 715], [ABLP93, p. 273]. In particular, my se-
mantics does not support it. Instead, as with the handoff axiom, I allow the implementation
to assume appropriate instances of it.

5.1.2 Left-monotonicity.

Second, name application should be monotonic over speaks-for. If Alice binds her name
“barber” to Bob, and Bob binds his name “butcher” to Charlie, then we want “Alice’s
barber’s butcher” to be bound to Charlie.

F(B=A)>(B-N=A-N) (Axiom E17)
Using this rule, we can write the following to capture the desired intuition:
(B = A- Nbarber) o

B- Nbutcher =A- Nbarber : Nbutcher

5.1.3 Distributivity.

We combine the following pair of results

FAAB)-N= (A-N)A(B-N) (Theorem E18)
FA-N)A(B-N)=(AAB)-N (Axiom E19)

to show that names distribute over principal conjunction:
FAAB)-N=(A-N)AN(B-N) (Theorem E20)

Here is a motivating example: If Alice has two doctorsﬁ:.E_J_d_\and Fred, and Bob visits doctors
Fred and George, then who is “(Alice and Bob)’s doctor?”

E = A Ngoctor
F = A Nyoctor
F = B - Ndoctor
G = B - Ngoctor

Applying Theorem E20, we conclude:

F = (AA B) - Ngoctor

That is, Fred is the only person who serves as both people’s doctor.
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5.1.1 Local namespaces.
First, a principal should control the meaning of any names defined relative to itself:
V principals A pnames N :
(Asays (B> A-N))> (B2 A-N)

I do not take this statement as an axiom for the same reason that Abadi, Lampson et al. do
not accept the handoff axiom [LABWO92, p. 715], [ABLP93, p. 273]. In particular, my se-
mantics does not support it. Instead, as with the handoff axiom, I allow the implementation
to assume appropriate instances of it.

5.1.2 Left-monotonicity.

Second, name application should be monotonic over speaks-for. If Alice binds her name
“barber” to Bob, and Bob binds his name “butcher” to Charlie, then we want “Alice’s
barber’s butcher” to be bound to Charlie.

F(B=A)>(B-N=A-N) (Axiom E17)
Using this rule, we can write the following to capture the desired intuition:
(B =A- Nbarber) o
B - Nbutcher = A- Nbarber ' Nbutcher

5.1.3 Distributivity.
We combine the following pair of results
FAAB)-N= (A-N)A(B-N) (Theorem E18)
FA-N)A(B-N)=(AAB)-N (Axiom E19)
to show that names distribute over principal conjunction:

FAAB)-N=(A-N)AN(B-N) (Theorem E20)

Here is a motivating example: If Alice has two doctors{@r_ni_lz}and Fred, and Bob visits
doctors Fred and George, then who is “(Alice and Bob)’s doctor?”

E = A Ngoctor
F = A Nyoctor
F = B - Ndoctor
G = B - Ngoctor

Applying Theorem E20, we conclude:

F = (AA B) - Ngoctor

That is, Fred is the only person who serves as both people’s doctor.
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Abadi’s notation My notation
S X
M:SXWH{true,kalse} I:% —2W
p:NxW—=2W K:PxN —2WVxW

acW weW
principals p, ¢ .A,E e pP*

neN NWEN
[n]a = p(n,a) R(A-N)(w)=K(A N)(w)
[p's n]la R(A-N)(w)

Table 5.1: A guide to translating between Abadi’s notation and mine

I initially thought it arbitrary that SPKI allowed restricted authorizations but only
unrestricted name bindings. In the light of my current semantics, however, I cannot justify
extending name bindings to allow restriction.

5.4 Abadi’s semantics for linked local namespaces

Abadi gives an alternate logic and semantics for SPKI-style linked local namespaces [Aba98].
(He refers to SDSI, from which SPKI 2.0 derives.) Abadi’s notation diverges from that used
in the Calculus for Access Control [ABLP93], but the semantics are the same. Table 5.1
helps translate the notation. My semantics differs in three interesting ways.

First, SPKI has special global names, so that if Ng is a global name, A - Ng = Ng.
The result is that the same syntactic construct can be used to bind a local name to another
local name or to a globally-specified name. All names in linking statements are implicitly
prefixed by the name of the speaking principal; but if the explicitly mentioned name is
global, the prefix has no consequence. I consider this syntactic sugar, and leave it to an
implementation to determine from explicit cues (such as a key specification or a SDSI global
name with the special !! suffix) whether a mentioned principal should be interpreted as local
to the speaker.

Second, Abadi’s logic adopts the handoff rule for names, which he calls the “Linking”
axiom. Here it is, translated to my terminology:

Asays (B= (A-N))> (B= (A-N))

He validates the axiom by the use of composition to model name application, with which I
disagree.

The third and most important way my semantics differs from Abadi’s is that Abadi’s
semantics models name application as quoting (composition). Each unqualified (local) name
is mapped to a single relation. This property can introduce crosstalk between otherwise
unconnected principals; recall the example from Section 4.3.2. Even when a name relation
is not constrained to be a role, the same problem arises. For example, let N represent the
name “doctor.” Imagine that Bob assigns Charlie to be his doctor: C' = B|N. This is fine;

Charlie should be able to do some things on Bob’s behalf, but not everything: If B|N LB ,
then Charlie can do the things in 7.
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Abadi’s notation My notation
S X
pi S x W — {true Yalse} 1:% —2W
p:NxW—=2W K:PxN —2WVxW

aeW weW
principals p, ¢ fﬁ € P*
ncN NecN

[n]a = p(n,a) R(A-N)(w) = K(A,N)(w)
[p's nla R(A-N)(w)

Table 5.1: A guide to translating between Abadi’s notation and mine

I initially thought it arbitrary that SPKI allowed restricted authorizations but only
unrestricted name bindings. In the light of my current semantics, however, I cannot justify
extending name bindings to allow restriction.

5.4 Abadi’s semantics for linked local namespaces

Abadi gives an alternate logic and semantics for SPKI-style linked local namespaces [Aba98].
(He refers to SDSI, from which SPKI 2.0 derives.) Abadi’s notation diverges from that used
in the Calculus for Access Control [ABLP93], but the semantics are the same. Table 5.1
helps translate the notation. My semantics differs in three interesting ways.

First, SPKI has special global names, so that if Ng is a global name, A - Ng = Ng.
The result is that the same syntactic construct can be used to bind a local name to another
local name or to a globally-specified name. All names in linking statements are implicitly
prefixed by the name of the speaking principal; but if the explicitly mentioned name is
global, the prefix has no consequence. I consider this syntactic sugar, and leave it to an
implementation to determine from explicit cues (such as a key specification or a SDSI global
name with the special !! suffix) whether a mentioned principal should be interpreted as local
to the speaker.

Second, Abadi’s logic adopts the handoff rule for names, which he calls the “Linking”
axiom. Here it is, translated to my terminology:

Asays (B= (A-N))> (B= (A-N))

He validates the axiom by the use of composition to model name application, with which I
disagree.

The third and most important way my semantics differs from Abadi’s is that Abadi’s
semantics models name application as quoting (composition). Each unqualified (local) name
is mapped to a single relation. This property can introduce crosstalk between otherwise
unconnected principals; recall the example from Section 4.3.2. Even when a name relation
is not constrained to be a role, the same problem arises. For example, let N represent the
name “doctor.” Imagine that Bob assigns Charlie to be his doctor: C' = B|N. This is fine;

Charlie should be able to do some things on Bob’s behalf, but not everything: If B|N LB ,
then Charlie can do the things in 7.
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Chapter 6

The semantics of authorization tag
notation

My logic requires a notation for propositions and sets of propositions. An important part
of SPKI are user-defined tags that can represent either. SPKI tags are attractive because,
when used as sets, users may extend them to arbitrarily fine granularity, ensuring that users
can always refine delegations they wish to share. SPKI provides a prose description of how
tags are to be intersected, which gives the user a rough idea about the meaning of tags.

In this chapter, I derive_a_ formal language for tags and show that tags are (almost)
closed under intersection.4E Bemdes‘clarlfylng the SPKI notion of tag, the semantics serves
two important purposes: Flrst _the _proofs of closure imply an unamblguous 1mp1ementat10n
of tag intersection. Second(I show that/tags have a desu"able property: hat I)depend upon

for my formalization of SPKI s properties i/ Chapter 7. 9 3y

6.1 Overview

One confusing aspect of tags is that they serve to represent both single requests and del-
egation restrictions (sets of requests to be permitted). How do they do this? The short
answer is containment. Most tags represent an infinite set of finite strings. Let us call those
strings atoms, the indivisible unit of privilege. A request to be verified is a set of atoms; the
intuition is that executing the request requires that the requester have at least a certain set
of privileges. A permission describes another set of atoms. If the permission’s set contains
the request’s set, then the permission grants at least each of the atoms required for the
request.

Why use infinite sets of atoms? For extensibility. In general, a permission is represented
by a tag, an infinite set of atoms. Therefore, it can always be further subdivided into more-
specific permissions, each still represented by an infinite subset of the original permission’s
atoms.

Given this motivation for the structure of tags, I construct tags from the ground up
using grammars. [ begin by defining bytestrings and the atomic finite strings I have called
atoms.

55
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Chapter 6

The semantics of authorization tag
notation

My logic requires a notation for propositions and sets of propositions. An important part
of SPKI are user-defined tags that can represent either. SPKI tags are attractive because,
when used as sets, users may extend them to arbitrarily fine granularity, ensuring that users
can always refine delegations they wish to share. SPKI provides a prose description of how
tags are to be intersected, which gives the user a rough idea about the meaning of tags.

under intersection.4In_addition toclarifying the SPKI notion of tag, the semantics serves

two important purposes: First, the proofs of closure imply an unambiguous implementation

of tag intersection. Second,\’ihg semantics _s}lolN_tllgtztags have a desirable property(iﬁepend
______ \
4

In this chapter, I derive a formg‘l language for tags and show that tags are (almost) closed

6.1 Overview

One confusing aspect of tags is that they serve to represent both single requests and del-
egation restrictions (sets of requests to be permitted). How do they do this? The short
answer is containment. Most tags represent an infinite set of finite strings. Let us call those
strings atoms, the indivisible unit of privilege. A request to be verified is a set of atoms; the
intuition is that executing the request requires that the requester have at least a certain set
of privileges. A permission describes another set of atoms. If the permission’s set contains
the request’s set, then the permission grants at least each of the atoms required for the
request.

Why use infinite sets of atoms? For extensibility. In general, a permission is represented
by a tag, an infinite set of atoms. Therefore, it can always be further subdivided into more-
specific permissions, each still represented by an infinite subset of the original permission’s
atoms.

Given this motivation for the structure of tags, I construct tags from the ground up
using grammars. [ begin by defining bytestrings and the atomic finite strings I have called
atoms.
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56 CHAPTER 6. THE SEMANTICS OF AUTHORIZATION TAG NOTATION
6.2 Bytestrings and atoms

Let X be the natural alphabet of our system; in our case, let it be the set of 256 octets. Let
B be the set of all finite-length strings of octets, 3*:

—_ |
B :=/sB) (VUE ) =1=>
e [z

unambiguously demarcate the list structure of an atom: ¥/ = X U{{,., )i}. Now define the
mutually-recursive sets of expressions (E), lists of expressions (L), and Mon-empty lists of
expressions (N):

This is the set SPKI calls “bytestrings.” Next we extend ¥ with thrEz metasymbols to

E=B

| {L)
L:=N

|
N=E_.N

| E

The gymnastics with the non-empty lists serve to prevent lists from ending with a . just
before the ) ; this feels right but it is not important for the development of the semantics.

We define the set of all atoms to be exactly the set of expressions derived by the grammar
for E. Notice that every atom is a finite object with an unambiguous tree structure defined
by the special delimiters {(,., ). Every internal node is a list, and every leaf node is a
bytestring.

6.3 Auths

Recall that a tag, which specifies either a request or a set of delegated permissions, represents
a (usually infinite) set of atoms. A tag is the finite notation for a request or a restriction
set; I call the (usually infinite) set that a given tag represents an auth. Our next task is to
define the set of auths, each a subset of E. In the next section, I show that the set of SPKI
tags is, with a few exceptions, isomorphic to the set of auths I define here.
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56 CHAPTER 6. THE SEMANTICS OF AUTHORIZATION TAG NOTATION
6.2 Bytestrings and atoms

Let X be the natural alphabet of our system; in our case, let it be the set of 256 octets. Let
B be the set of all finite-length strings of octets, 3*:

L B := {B) (Vo Ef) =
e ’_AE

This is the set SPKI calls “bytestrings.” Next we extend X with three metasymbols to
unambiguously demarcate the list structure of an atom: ¥’ = SU{{;¥,} }. Now define the
mutually-recursive sets of expressions (E), lists of expressions (L), and non-empty lists of
expressions (N):

E=B

| {L)
L:=N

|
N=E_.N

| E

The gymnastics with the non-empty lists serve to prevent lists from ending with a . just
before the ) ; this feels right but it is not important for the development of the semantics.

We define the set of all atoms to be exactly the set of expressions derived by the grammar
for E. Notice that every atom is a finite object with an unambiguous tree structure defined
by the special delimiters {K;\s:)) }. Every internal node is a list, and every leaf node is a
bytestring.

6.3 Auths

Recall that a tag, which specifies either a request or a set of delegated permissions, represents
a (usually infinite) set of atoms. A tag is the finite notation for a request or a restriction
set; I call the (usually infinite) set that a given tag represents an auth. Our next task is to
define the set of auths, each a subset of E. In the next section, I show that the set of SPKI
tags is, with a few exceptions, isomorphic to the set of auths I define here.
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How can we escape the dilemma? We can omit the range special form, but that would
not provide a satisfying model of SPKI. We could introduce an intersection operator analo-
gous to the union operator Ay, but that would be a hack. Since A is otherwise closed under
intersection, an intersection operator should never be used except when intersecting these
curious bytestring expressions, for it would only lead to needlessly larger representations
for auths. The final option, that I adopt, is to accept the incompleteness of tags. Assume
t3 = t1 Ntg, that is, the tag-intersection procedure run on tags t; and to produces tag ts.
Let A(t) be a function mapping a tag to the auth it represents, a typically-infinite subset of
E. If tags are complete, then A(t3) = A(t1) N A(tz). If we must sacrifice the completeness
of tags, we still know that A(t3) C A(t1) N A(t2). This provides assurance that the autho-
rization procedure is at least still sound: we will not conclude a chained delegation confers
authority (atoms) that is not conferred by both members of the chain.

Treating the intersection of a range with a range or prefix as null should not be
terribly limiting in practice. When either form is used, it is specifying a value for some field
with a particular interpretation; it is likely that in a real system any given field would only
have one meaningful mode of comparison.

6.5.4 Semantics of special tags

SPKI contains several special forms for tags: (%) represents the auth A,. (x set ...)
represents the auth Agy(...). (*x prefix ...) and (* range ...) represent (possibly
infinite) sets of bytestrings. To model these tags, we need to extend the base definition of
A:

Aprefiz(p) = {b | b <psys € X} (Definition T8)
Arange(f) = {0 [ f(b) = true} (Definition T9)
Ao = Anull (Definition T10)

u A
UbeB Aps(b)

UpEB Apreﬁz(p)
Ubef Amnge(f)

The function f : ¥* — {truekalse} selects a range of bytestrings, and is used here as an
abbreviation to hide that complexity. The function depends on the specified ordering (alpha,
numeric, time, binary, or date), the (optional) low and high bounds, and bits specifying
whether each bound is exclusive or inclusive.

The matrix of intersection cases must now be extended to support the new possibili-
ties (see Table 6.2). This extension of course will no longer show the completeness of A
under intersection (unless A,qnge is removed). But it is still useful as a thorough guide to
intersecting tags.

Case VII. In this case, assume a, = Aps(b) = {b} and ay = Aprefiz(p) o ay = Arange(f)-
This case is similar to case III: if b € a,, then the intersection is a, = Aps(b) = ay; otherwise
it is @ = A, .-

Case VIII. We have a; = Aprefiz(pz) and ay = Aprefin(py). Assume WOLOG |pg| > |py|
(pe is a longer string). If p, is a prefix of p, (that is, p, = pys), then ayNay = ay: if b € ag,
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How can we escape the dilemma? We can omit the range special form, but that would
not provide a satisfying model of SPKI. We could introduce an intersection operator analo-
gous to the union operator Ay, but that would be a hack. Since A is otherwise closed under
intersection, an intersection operator should never be used except when intersecting these
curious bytestring expressions, for it would only lead to needlessly larger representations
for auths. The final option, that I adopt, is to accept the incompleteness of tags. Assume
t3 = t1 Ntg, that is, the tag-intersection procedure run on tags t; and to produces tag ts.
Let A(t) be a function mapping a tag to the auth it represents, a typically-infinite subset of
E. If tags are complete, then A(t3) = A(t1) N A(tz). If we must sacrifice the completeness
of tags, we still know that A(t3) C A(t1) N A(t2). This provides assurance that the autho-
rization procedure is at least still sound: we will not conclude a chained delegation confers
authority (atoms) that is not conferred by both members of the chain.

Treating the intersection of a range with a range or prefix as null should not be
terribly limiting in practice. When either form is used, it is specifying a value for some field
with a particular interpretation; it is likely that in a real system any given field would only
have one meaningful mode of comparison.

6.5.4 Semantics of special tags

SPKI contains several special forms for tags: (%) represents the auth A,. (x set ...)
represents the auth Agy(...). (*x prefix ...) and (* range ...) represent (possibly
infinite) sets of bytestrings. To model these tags, we need to extend the base definition of
A:

Aprefie(p) = {b | b <ps;s € X} (Definition T8)
Arange(f) = {0 [ f(b) = true} (Definition T9)
Ao = Anull (Definition T10)

u A
UbeB Aps(b)

UpEB Apreﬁz(p)
Ubef Amnge(f)

The function f : ¥* — {true:jalse} selects a range of bytestrings, and is used here as an
abbreviation to hide that complexity. The function depends on the specified ordering (alpha,
numeric, time, binary, or date), the (optional) low and high bounds, and bits specifying
whether each bound is exclusive or inclusive.

The matrix of intersection cases must now be extended to support the new possibili-
ties (see Table 6.2). This extension of course will no longer show the completeness of A
under intersection (unless A,qnge is removed). But it is still useful as a thorough guide to
intersecting tags.

Case VII. In this case, assume a, = Aps(b) = {b} and ay = Aprefiz(p) o ay = Arange(f)-
This case is similar to case III: if b € a,, then the intersection is a, = Aps(b) = ay; otherwise
it is @ = A, .-

Case VIII. We have a; = Aprefiz(pz) and ay = Aprefin(py). Assume WOLOG |pg| > |py|
(pe is a longer string). If p, is a prefix of p, (that is, p, = pys), then ayNay = ay: if b € ag,

=B77=


Compare Words B77


=A79=

6.7. ORDER DEPENDENCE 63

intersection of the atoms). If the tags have a null intersection, we treat that object just like
any other; however, because it is an empty set of atoms, it is worthless in that no request
will be authorized by it.
__S_PKI’S AIntersect procedure for tag intersection suggests that\an)delegatlon tagﬂn—\
\’cludesia permission if the intersection of the two is non-null. My tag semantics tells us
that to ensure that such intersection is meaningful, one must ensure that all permissions
are ﬁ‘_er _gralned than the sets described by any delegation. Such restriction hampers the
ele&ant‘exten& ility of‘tags In contrast, when authorizing requests, we intersect the}i@b
’\_ggtlon‘tag with the request tag, and test whether the result equals the request tag. \I_f so,,
we conclude that all of the (typically infinite) set of atoms demanded by the request are
granted by the delegation. If not, we conclude that some smaller (possibly empty) set of
atoms were granted; in any case, they are not sufficient to justify granting the request.
Set containment provides a concrete, mathematically sound interpretation for specifying
authorizations in an infinitely-extensible fashion.

6.7 Order dependence

The semantics of SPKI tags specifically depend on the order of elements in a list; intersection
of two lists involves pairwise intersection of each list’s elements. Because lists are implicitly
followed by an arbitrarily-long supply of A,s, lists are extensible in that a new property can
be defined for the list and assigned to the next unused position in the list.

For example, imagine that one is defining a tag format for delegating access to a database
of employee records. A first-cut tag format might look like:

(employee
(id (%))
(salary (%))
)

Such a definition gives users of the system the ability to delegate to others rights such as the
right to inspect only employee records with a specific ID number (employee (id 01247)
(%)), or those of employees earning more than $50,000 (employee (*) (salary (range
gt 50000))). Because tags are extensible, one may later decide that the ability to select
employees based on anniversary year is useful, so the definition is extended to:

(employee
(id (%))
(salary (%))
(anniversary (%))

)

Because list tags are followed by implicit (*) members, all existing delegation tags continue
to be meaningful even when the new format is deployed.

What happens, however, if two independent organizations want to extend the format in-
dependently? In our example, perhaps one department of the corporation wishes to add the
anniversary extension (and does so for their internal applications), and another department
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intersection of the atoms). If the tags have a null intersection, we treat that object just like
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)

Because list tags are followed by implicit (*) members, all existing delegation tags continue
to be meaningful even when the new format is deployed.

What happens, however, if two independent organizations want to extend the format in-
dependently? In our example, perhaps one department of the corporation wishes to add the
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to mean that the revalidation principal R must verify that this certificate (with hash H;)
is valid. Principal R signs a revalidation instrument I with a short validity interval Ty

R says I L p
and a given revalidation instrument would agree with all valid outstanding certificates:

I says 0 = I|H;
I says 0 = I|H,

The principal 0 has relation R(0) = &, so that every principal speaks for 0. Using the
logic, we can reason that

0= I|H, X R|H,

and since B = BAO0, B LY A. Notice the treatment of a certificate’s hash as a principal.
In the logic, principals are general entities and can be used to represent many objects and
actors.

Negative certificate revocation lists can be handled similarly; an implementation exam-
ining a revocation list would conclude I says 0 = I|H; for any H;i not present in the
list.

One-time revalidations are meant to be interpreted as having a zero validity interval. A
system verifying a request s creates a nonce F, understanding F says s, and sends it to the
revalidator R. R replies with a statement meant to be interpreted

RsaysE & R|H,

Now both B and F {:S>} R|H; say s, so Asayss. Any future request of the same sort will
require another revalidation, for its s will have a different effective time.

7.8 Safe extensions

My semantics suggests that SPKI may be safely extended to support a variety of principals
other than public keys. Channels protected by secret keys or a trusted computing base, for
example, are easily modeled as principals in the logic. In the examples in this dissertation,
I represent principals with symbolic names. Real principals, however, are represented by
some mechanism that can verify that a given request comes from a particular principal.

Examples of mechamsms for authentlcatlng users include the UID mechanism in [J_IHX_L the

many common system Components can be modeled as prlnmpals [LABW92].

Compound principals let us represent useful trust relationships other than delegation.
A conjunct principal (A NDB) J_for example, represents a principal that only beheves\a;when
both A and B beheve’ 0. Hence\a delegation to a conjunct principal is analogous to a check

=A86=


Compare Words A86


=B86=

70 CHAPTER 7. MODELING SPKI

to mean that the revalidation principal R must verify that this certificate (with hash H;)
is valid. Principal R signs a revalidation instrument I with a short validity interval Ty

R says I L p
and a given revalidation instrument would agree with all valid outstanding certificates:

I says 0 = I|H;
I says 0 = I|H,

The principal 0 has relation R(0) = &, so that every principal speaks for 0. Using the
logic, we can reason that

0= I|H, X R|H,

and since B = BAO0, B LY A. Notice the treatment of a certificate’s hash as a principal.
In the logic, principals are general entities and can be used to represent many objects and
actors.

Negative certificate revocation lists can be handled similarly; an implementation exam-
ining a revocation list would conclude I says 0 = I|H; for any H;i not present in the
list.
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Now both B and F {:S>} R|H; say s, so Asayss. Any future request of the same sort will
require another revalidation, for its s will have a different effective time.

7.8 Safe extensions

My semantics suggests that SPKI may be safely extended to support a variety of principals
other than public keys. Channels protected by secret keys or a trusted computing base, for
example, are easily modeled as principals in the logic. In the examples in this dissertation,
I represent principals with symbolic names. Real principals, however, are represented by
some mechanism that can verify that a given request comes from a particular principal.
Examples of mechanisms for authenticating users include the UID mechanism in Unix, the
Kerberos authentication server, and public key cryptography. Lampson et al. (g@y_tl_m_t)
many common system components can be modeled as principals [LABW92].

Compound principals let us represent useful trust relationships other than delegation.
A conjunct principal (A A B), for example, represents a principal that only believes JZNhen
both A and B believe e{._ Hencea delegation to a conjunct principal is analogous to a check
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With these semantics, one might fear that no restriction is actually meaningful.
How might we escape it? One option is to abandon the K axiom (A believes s A
A believes (sot)> A believes t), so that principals no longer believe every conse-
quence of their beliefs. This option is undesirable because it cripples the logic to only
operate outside the scope of belief operators.

A second option is to both disallow negative statements in restriction sets and to use

the weaker B — A relation instead of B = A to model delegation.

A third option is to prevent principals from making contradictory statements. This is
difficult in general in a distributed system. Omne approach is to prevent principals from
making negative statements at all. SPKI takes this approach. Its tags, which represent
both restriction sets and individual statements, cannot represent both a statement and its
logical negation. I provide a formal treatment of tags in Chapter 6.

Another extension might be to allow SPKI name bindings (4-tuples) to include au-
thorization restrictions. As mentioned in Section 5.3, my semantics suggests that this
seemingly-natural extension has undesirable consequences.

I conclude that in certain dimensions, SPKI is as strong as it can be. Changing SPKI
by allowing principals to make negative statements or by allowing negative statements
in restriction sets would push SPKI ‘over the edge,” making its restrictions meaningless.
Those proposing to augmenﬂ SPKIbr other systems based on a logic of restricted delegation
such as that of Chaptel( 4/must be wary of this hazard.

7.10 Related work

Abadi provides a semantics for SPKI names in [Aba98], but its definition shares a flaw with
that used for roles in [ABLP93]. I discuss Abadi’s name semantics in Section 5.4.

Halpern and van der Meyden supply an alternate semantics for SPKI names [HvdM99],
but it only encompasses the containment relation among names, and does not treat names
as principals. As a result, it cannot relate names to compound principals nor relate names
to other principals that are only connected by a restricted delegation.

Aura supplies a semantics for SPKI restricted delegatlorﬁ_n_[%ur% but it is unsatisfying
in that it essentially says what the reduction procedure says: a delegation is in place if there
is a chain of delegation certificates and principals. It does not lend intuition about what the
delegations mean. In contrast, my semantics connects restricted delegation to the logic of
belief, a formal model that describes what a principal means when it delegates authority.
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that used for roles in [ABLP93]. I discuss Abadi’s name semantics in Section 5.4.

Halpern and van der Meyden supply an alternate semantics for SPKI names [HvdM99],
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authority? My logic gives system administrators or other interested parties two tools to
monitor downstream sharing First conjunction principals let the system administrator

involve a proof of authority, the administrator has the ability to comprehensively audit how
the resources under his care have been delegated.

8.2 Spanning network scales

A second boundary that interferes with end-to-end authorization is network scale. Network
scale affects an application’s choice of hop-by-hop authorization protocol. For example,
a strong encryption protocol is appropriate when crossing a wide-area network. Inside
a firewall where routers are locally administered, some installations may base authority
decisions on IP source addresses. On a local machine, we can often trust the OS kernel to
correctly identify the participants in an interprocess communication.

If a service exploits my unified authorization model, the server uses a single API to reason
about authority. One can plug in protocols (hop-by-hop authorization mechanisms), and the
server can reason about the authorizations supported by each protocol. If the server does not
support a given mechanism natively, it can still reason about authorization information from
a protocol-translating gateway that passes through end-to-end authorization information
using my system.

Figure 8.3 illustrates how we reason about authorization at different network scales.
When Alice is at the same machine as the resource server (a), the server trusts the kernel to
reliably report her identity, from which it derives her authority. Objects in the logic encode
the statements “the kernel says this interprocess communication (IPC) channel speaks for
Alice” and “the server says the kernel speaks the truth.” The server uses the authorization
library to conclude that requests arriving on the IPC channel represent Alice’s wishes.

Resource
erver

"

Figure 8.3: When Alice connects to a resource server from the same machine, the server
may trust the kernel to correctly identify her (a). When Alice connects from elsewhere on
the Internet, the server may require strong encryption to verify her authority (b). When
Alice connects from inside a department firewall, the server may accept IP source addresses
as sufficient proof of her authority (c).

In the wide-area network case (b), a standard encryption-based authentication protocol
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opcodes operand stack
(sequence
(public-key K¢) K¢
(do hash shal) K¢ = Hg,, Hg, = K¢
(do pop) Hg.= K¢
(do name-monotonicity V) Hig, -N= K¢ N
(cert
(issuer HKC'N) K5:>HKC'N,HKC'N:>KC'N
(subject Kg))
(do transitive 0 1) Kg= Kc-N
(cert
(issuer Kg) Hp = Kg, Ks= K¢ - N
(subject Hp))
(do transitive 0 1) Hp = K¢ N
)

Figure 9.1: A hypothetical SPKI sequence. A linear sequence of instructions (left) advances
a stack machine (right) to arrive at an intended conclusion (Hp = Ko - N ). Since SPKI
does not define the sequence operations, I have created imaginary stack-manipulation oper-
ations that introduce statements and apply theorems of the logic.

9.4 The prover

A Prover object helps Snowflake applications collect and create proofs. It has three tasks:
it collects delegations, caches proofs, and constructs new delegations.

A user’s application collects delegations from other users. Gateways collect delegations
directly from client applications. Both sorts of applications use a Prover to maintain their
collected delegations in a graph where nodes represent principals and edges represent a
proof of authorltylme principal to the next (see Flgure 9. 3L The Prover traverses the

the Prover must prove that a channel Koy speaks “for a server S , it Works backwards from

the node S to find the proof that A 0¥ 5 As final, meaning that the Prover can make
statements as A; therefore, Prover simply issues a delegation Koy = A to complete the
proof.

When the Prover receives a delegation that is actually a proof involving several steps,
the Prover “digests” the proof into its component parts for storage in the graph. Whenex@r
it receives or comgutes a derlved Eroof composed of smaller components, the Prover, stores‘
a shortcut edge(_n the. o, eraph tcxhold)the proof. These shortcuts form a cache that eliminates
most deep traversals of the graph

When an application controls one or more principals (e.g., by holding the corresponding
private key or capability), its Prover can store a closure in its graph for the controlled
principal. When desired, the Prover can not only find existing proofs, but complete new
proofs by finding an existing chain of delegations from the controlled principal to the re-
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the node S to find the proof that A 0¥ 5 As final, meaning that the Prover can make
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principal. When desired, the Prover can not only find existing proofs, but complete new
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my Java environment, [ treat the JVM and a few system classes as the trusted host, and
bypass encryption when connecting to a server in the same JVM.

In the local case, the ssh channel is replaced with a Java “IPC” pipe implemented
without any operating system IPC services, and the public keys corresponding to the channel
endpoints (K7 and K») are swapped directly. Because it was involved in constructing the
key pairs and the keys are stored in immutable objects, the trusted system class knows
whether a client holds the private key corresponding to a given public key. Hence when a
client is colocated in the same JVM with the server, there is no encryption or system-call
overhead associated with the channel, only RMI serialization costs.

10.3 Signed requests

Not all applications can assume that my ssh-enhanced version of RMI is available as an RPC
mechanism. Indeed, the most visible RPC mechanism on the Internet is HI'TP. To facilitate
applications that use HTTP, I created a Snowflake version of the HT'TP authorization
protocol.

HTTP defines a simple, extensible challenge-response authorization mechanism
[FHBHT99] diagrammed in Figure 10.3.2 The client sends an HTTP request to the server.
The server replies with a “401 Unauthorized” response, including a WWW-Authenticate
header describing the method and other parameters of the required authorization. The client
resends its request, this time including an Authorization header. If the Authorization
satisfies the server’s challenge, the server honors the request and replies with the return value
of the operation. Otherwise, the server returns a “403 Forbidden” response to indicate the
authorization failure.

HTTP defines two standard authorization methods. In Basic Authentication, the client’s
Authorization header includes a password in cleartext. In Digest Authentication, the
server’s WWW-Authenticate challenge includes a nonce, and the client’s Authorization
header consists of a secure hash of the nonce and the user’s password. Both methods
authenticate the client as the holder of a secret password, and leave authorization to an
ACL at the server.

In my new method, called Snowflake Authorization, the parameters embedded in the
server’s WWW-Authenticate challenge are the issuer that the client needs to speak for and
the minimum restriction set that the delegation must allow. The Authorization header in
the client’s second request simply includes a Snowflake proof that the request speaks for the
required issuer regarding the specified restriction set. The subject of the proof is a hash of
the request, less the Authorization header. Figures 10.4 and 10.5 show examples of these
messages.

10.3.1 Signed request optimization

As described, the signed request protocol requires an expensive public-key signature on
every request. Since it is common that a client and server interact in more than one

2The protocol specification itself uses the terms “authentication” and “authorization” interchangeably;
when not quoting the specification, I use the term authorization since it best describes my goal.’hu-\ye)educe
the authentication problem to authorization in Section 10.3.2.
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In the local case, the ssh channel is replaced with a Java “IPC” pipe implemented
without any operating system IPC services, and the public keys corresponding to the channel
endpoints (K7 and K») are swapped directly. Because it was involved in constructing the
key pairs and the keys are stored in immutable objects, the trusted system class knows
whether a client holds the private key corresponding to a given public key. Hence when a
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overhead associated with the channel, only RMI serialization costs.
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Not all applications can assume that my ssh-enhanced version of RMI is available as an RPC
mechanism. Indeed, the most visible RPC mechanism on the Internet is HI'TP. To facilitate
applications that use HTTP, I created a Snowflake version of the HT'TP authorization
protocol.

HTTP defines a simple, extensible challenge-response authorization mechanism
[FHBHT99] diagrammed in Figure 10.3.2 The client sends an HTTP request to the server.
The server replies with a “401 Unauthorized” response, including a WWW-Authenticate
header describing the method and other parameters of the required authorization. The client
resends its request, this time including an Authorization header. If the Authorization
satisfies the server’s challenge, the server honors the request and replies with the return value
of the operation. Otherwise, the server returns a “403 Forbidden” response to indicate the
authorization failure.

HTTP defines two standard authorization methods. In Basic Authentication, the client’s
Authorization header includes a password in cleartext. In Digest Authentication, the
server’s WWW-Authenticate challenge includes a nonce, and the client’s Authorization
header consists of a secure hash of the nonce and the user’s password. Both methods
authenticate the client as the holder of a secret password, and leave authorization to an
ACL at the server.

In my new method, called Snowflake Authorization, the parameters embedded in the
server’s WWW-Authenticate challenge are the issuer that the client needs to speak for and
the minimum restriction set that the delegation must allow. The Authorization header in
the client’s second request simply includes a Snowflake proof that the request speaks for the
required issuer regarding the specified restriction set. The subject of the proof is a hash of
the request, less the Authorization header. Figures 10.4 and 10.5 show examples of these
messages.

10.3.1 Signed request optimization

As described, the signed request protocol requires an expensive public-key signature on
every request. Since it is common that a client and server interact in more than one

2The protocol specification itself uses the terms “authentication” and “authorization” interchangeably;
when not quoting the specification, I use the term authorization since it best describes my goal 4 Weeduce
the authentication problem to authorization in Section 10.3.2.
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Figure 10.3: The HTTP authorization protocol.

request, I wish to amortize the signature operation over many requests. One approach is to
send multiple requests over a stream that guarantees integrity; among other things, this is
a property SSL can provide.

I chose to implement an alternative protocol with a different set of performance and
security characteristics. When sending in a signed request, a client may specify a public key
under which it wishes to receive an encrypted secret message authentication code (MAC). If
the server agrees, it generates a random authenticator, encrypts it with the specified public
key, and returns it to the client. Then the client signs a certificate Hyrac = K¢ delegating
its authority to the secret MAC, named by its hash so that the certificate need not remain
secret. For future requests, instead of signing the specific request, the client need only hash
the request together with the MAC. This hash shows that the text of the request speaks
for the MAC: Hrequest = Hyrac.

Theﬁ)rotocol is fast because secure hashing has replaced expensive public-key signatures.
It requires that the client authenticate the server, or else a man-in-the-middle can supply
the client with a bogus MAC. The client will also likely want to make the statement
Hyac YK ¢ with a short validity interval V' to limit the trust extended to the MAC. This
protocol highlights one of the attractive properties of my unified author'i_zgt_icln protocol: it
can make any authorization trust relationship explicit, auditable, and¢yisiblezend-to-end.
The final server receiving a request can see that my home@@y_l\/iﬁi@ protocol was involved
in the transaction.
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request, I wish to amortize the signature operation over many requests. One approach is to
send multiple requests over a stream that guarantees integrity; among other things, this is
a property SSL can provide.

I chose to implement an alternative protocol with a different set of performance and
security characteristics. When sending in a signed request, a client may specify a public key
under which it wishes to receive an encrypted secret message authentication code (MAC). If
the server agrees, it generates a random authenticator, encrypts it with the specified public
key, and returns it to the client. Then the client signs a certificate Hyrac = K¢ delegating
its authority to the secret MAC, named by its hash so that the certificate need not remain
secret. For future requests, instead of signing the specific request, the client need only hash
the request together with the MAC. This hash shows that the text of the request speaks
for the MAC: Hrequest = Hyrac.

The@n_ozvﬂa_kg ﬁj&f}i@;ﬁéﬁg@protocol is fast because secure hashing has replaced
expensive public-key signatures. It requires that the client authenticate the server, or else
a man-in-the-middle can supply the client with a bogus MAC. The client will also likely

want to make the statement Hps a0 ¥> Ko with a short validity interval V' to limit the
trust extended to the MAC. This protocol highlights one of the attractive properties of my
unified authorization protocol: it can make any authorization trust relationship explicit,
auditable, _agd_(x_lisi)il_e)end—to—end. The final server receiving a request can see that my

home-Krew MAC‘,-protocol was involved in the transaction.
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HTTP/1.0 401 UNAUTHORIZED
Content-Type: text/html
MIME-Version: 1.0
Server: MortBay-Jetty-2.3.3
Date: Sat, 08 Apr 2000 15:18:47 GMT
WWW-Authenticate: SnowflakeProof Authorize-Client
Sf-ServicelIssuer: (hash md5 |ehtQYd4EpQX0a/ON6Smesg==|)
Sf-MinimumTag: (tag
(web (method GET)

(service |Sm9uJ3MgUHJvdGVjdGVKIFNlcnZpY2U=|)

(resourcePath "")))
Connection: <close

Figure 10.4: An HTTP authorization challenge message from a Snowflake server. It indi-
cates the method, the required resource issuer, and the minimum restriction of a delegation
that must be proven.

10.3.2 Server authorization

Often a client also wants to verify that it is communicating with the “right” server. The
notion of “right” can be as simple as the server speaking for the client’s idea of a well-known
name like www.dartmouth.edu, but in general the real question is still one of authorization:
Does this server have the right to claim authority about Dartmouth’s course list? Does that
server have authority to receive my e-mail?

I defined a simple protocol by which an HTTP server can communicate its authority to
serve a document to a client. The server Pg simply constructs a proof that the document
speaks for the server’s name for the document Ps - Ngocyment. 1The server returns the proof
in the Sf-DocSpeaksForServerName header that precedes the document. The client queries
its Prover to see who the server speaks for. Perhaps the document was returned as a result
of a user clicking a link with embedded authorization information, in which case the client
expects to find a proof that the server speaks with that authority; or perhaps the client just
wishes to find any locally-trusted name for the document to report to the user®. Notice that
although the client and server are in opposite roles in the trust relationship, the burden of
proof is still at the client: the protocol design assumes that clients have more resources,
and that the client’s history of requests may provide hints for efficient proof.

’\—ll/[}:sérze__r)authorization protocol leavesélgﬁ\/to be desired; foﬂrg%:IrT_pT_e;\because it does

the server deliver the document over a stream with Tn_t_(;élitll _(one of the features of SSL),
and delegate its authority to the stream. End—to—end(gu_thcgi_zgtlo_n)still occurs: the client

arrives at a proof showing the participation of either the document hash (in my protocol)
or the stream.

3My current implementation only supports the latter naming operation.
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serve a document to a client. The server Pg simply constructs a proof that the document
speaks for the server’s name for the document Ps - Ngocyment. 1The server returns the proof
in the Sf-DocSpeaksForServerName header that precedes the document. The client queries
its Prover to see who the server speaks for. Perhaps the document was returned as a result
of a user clicking a link with embedded authorization information, in which case the client
expects to find a proof that the server speaks with that authority; or perhaps the client just
wishes to find any locally-trusted name for the document to report to the user?. Notice that
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alternate tactic would have the server deliver the document over a stream with 1ntegr1t_y
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Chapter 11

Applications

I built three applications to demonstrate the Snowflake architecture for sharing.

11.1 Protected web server

architecture. One user\lnltlalllco_nt_rglg E@,‘ﬁle se Ver((_b_y,spemfylng the hash of hlS\Rqu_lC’
qu\when starting up the’ servel;) e may delegateﬁbermlssmn to read subtrees or individual
files from the servel’ 0 others s using the mechanisms described in Section 10.3.

The server implementation extends the ProtectedServlet class of Section 10.3.3. This
FileServlet class overrides the getResourceTag() method of its superclass to map URLs
into Snowflake tags that describe the request. The superclass ensures that the client is
authorized to make the request, then the FileServlet’s servePage() method maps the

request URL to a filesystem path, reads the file, and returns its contents.

11.2 Protected database

The second application attaches Snowflake security to a relational email database. The
original database server accepts insert, update, and select requests as RMI invocations on a
Remote Database object, and returns the results of the query as serialized objects from the
database. Adapting the application to Snowflake required only minimal changes. I modified
the database instance constructor to use a SshSocketFactory so that all connections to the
object use my ssh secure channels. Then, I prepended each implementation of a method in
the remote interface with a call to the checkAuth() method. The database clients required
only a modification to their initialization code to install an SSHContext and a Prover.

In my case, the database contains only mail owned by an individual. Perhaps, however,
a site-wide email database might be controlled by a database administrator. That admin-
istrator delegates to each user restricted authority to manipulate his part of the database.
The resource each user sees, his slice of the database records, is a first-class resource that
he can treat as though it was a complete database.
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to discount startup costs such as loading class files. Where they are within three orders of
magnitude of the y-intercept quantity, I report the standard deviation of errors (:al\ﬁrom
which one can infer the amount of noise over the linear process. When the quality of fit
R? < 0.99, I report it as well; experiments with small R? have shallow slopes, and hence the
linear model does not contribute much information beyond the constant line at the mean of
the y observations. I computed 95% confidence intervals on the linear regression parameters
and found them always to be at least three orders of magnitude smaller than the quantity
they bound. I round all values to two significant figures. I visually inspected each scatter
plot to ensure that the linear models are reasonable; the plots appear in Appendix F.

Sometimes the ten trials of an experiment with a single collection of values exhibited a
significant coefficient of variation (C.V.). I checked the C.V.s for each individual experiment,
and re-ran those with C.V.s greater than 0.1. My understanding of the system and my
inspection of the data give me confidence that by doing so, I have eliminated noise due to
asynchronous events such as cron jobs or external network traffic, rather than rubbing out
observations of rare events in my experimental system.

12.2 RMI authorization with Snowflake

In this section, I quantify my implementation of Snowflake authorization over Java remote
method invocation as described in Section 10.1. Figure 12.1 summarizes the overhead my
prototype adds to RMI.

20¢
15¢

10}

milliseconds

basic RMI RMI+ssh RMI+Sf

Figure 12.1: The cost of introducing Snowflake authorization to RMI. This graph summa-
rizes Table 12.2. A basic RMI call costs 4.8 ms. Securing the channel with ssh introduces
stgnificant overhead. Mapping the request into Snowflake and verifying the client’s authority
adds another 5 ms.

The test operation is a Remote object that returns the contents of a file. According
to Table 12.2, the setup time for this operation in basic RMI is 4.8 ms, and the compute-
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Figure 12.1: The cost of introducing Snowflake authorization to RMI. This graph summa-
rizes Table 12.2. A basic RMI call costs 4.8 ms. Securing the channel with ssh introduces
stgnificant overhead. Mapping the request into Snowflake and verifying the client’s authority
adds another 5 ms.

The test operation is a Remote object that returns the contents of a file. According
to Table 12.2, the setup time for this operation in basic RMI is 4.8 ms, and the compute-
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bound data-copy overhead is 990 ms/MB. Performing the same operation over an open
ssh channel increases the fixed cost to 13 ms, and the data copy cost to 6100 ms/MB.
Adding the Snowflake protocol brings the total setup time to 18 ms: the extra work is the
server’s checkAuth() call, which retrieves the caller’s public key, finds a cached proof for
that subject, and sees that the proof has already been verified.

request copy o R?
protocol ms ms/MB  ms
RMI 4.8 990 5.7 0.96
remote 6.9 1100 1.7
ssh alone 13 6100 4.4
remote 13 3900 6.6
Snowflake 18 6100 6.7
remote 16 3900 5.3

Table 12.2: A setup and bandwidth experiment for RMI. Results from experiments where
client and server are on separate hosts appear on lines marked remote.

Table 12.2 shows results from a warm connection. The gap between 4.8 ms and
13 ms reflects the extra overhead of ssh stream processing on the few packets that carry an
individual request. The next jump up to 18 ms includes the costs of looking up the client’s
identity, mapping the request into a SPKI tag, and verifying that a cached proof shows
the client’s authority for the request. The bold values measure a connection between two
processes on the same host, and the values labeled “remote” measure a connection between
two processes on hosts separated by a shared 10 Mbps Ethernet segment. For protocols
that do not encrypt the byte stream, the network bandwidth dominates the copy cost. For
protocols that do encrypt, CPU time dominates the copy cost; hence copy costs are lower
in the remote case than the local, since two CPUs are available.

Table 12.3 presents results from cold connection caches. It costs 470 ms to establish
a new connection, reflecting the public-key operation the client p_erforms to delegate its
authority to the channel. When the client caches the delegation Ruthe servel\fo _g_ets,\lts
copy after each use, [fhe server spendg, anut 190 ms parsing and verifying the proof from the
client. If the server caches the proof, the connection achieves approximately the 20 ms per
request that appears in Table 12.2 (:a\,accounts for the variation from 18 ms). The Snowflake
overhead is higher than we might expect of an optimized implementation; I discuss reasons
for this overhead in Section 12.5.

12.3 HTTP authorization with Snowflake

In this section, I quantify my implementation of Snowflake authorization over the HT'TP
protocol as described in Section 10.3. Flgure 12.2 visually summarizes the overhead my
prototype adds to HT'TP, and Flgure’ 12. 1’relates the performance of the prototype to SSL.
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proof from the client. If the server caches the proof, the connection achieves approximately
the 20 ms per request that appears in Table 12.2 (a&ccounts for the variation from 18 ms).
The Snowflake overhead is higher than we might expect of an optimized implementation; I
discuss reasons for this overhead in Section 12.5.

12.3 HTTP authorization with Snowflake

In this section, I quantify my implementation of Snowflake authorization over the HT'TP
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proofs | request copy \'g‘;
cached ms ms/MB  ms
none 470 6200 14
remote 410 3800 5.1
client 190 6400 19
remote 140 3800 5.5
server 20 6100 7.1
remote 17 3800 4.4

Table 12.3: Disabling caches reveals the cost of proof generation, transmission and verifica-
tion.

request copy o R?
client server ms ms/MB  ms
C Apache 4.6 61 0.27 0.98
remote 4.8 960 0.56
Java Apache 11 93 0.92 0.89
remote 10 950 0.51
Java 17 180 1.0 0.96
remote 17 980 0.70
Jetty 25 240 2.3 0.90
remote 24 1000 6.1 0.96

Table 12.4: Performance baselines for HT'TP 1.0.

12.3.1 Client baseline

First, I measured the time it takes to access an Apache web server with a C client and with

each megabyte of data transferred locally costs about 61 rns/ MB more, and as one mlght
expect, each megabyte transferred over a shared 10 Mbps Ethernet segment costs about
960 ms/MB. From my Java client, the connection costs 11 ms plus 93 ms/MB locally and
still around 950 ms/MB remote. This experiment establishes the baseline cost of my Java
timing client that I use in all of the further tests.

12.3.2 Server baseline

Next, as shown in the second half of Table 12.4, I‘corn_pared/the Apache server with both
a trivial server written in Java and the Jetty web server, a full-fledged Java web server
with rich support for the features of HI'TP streams. Taking the jump to Java adds about
6 ms to the cost of a connection, and doubles the per-MB cost. These costs likely reflect
the fact that while Apache uses C system call interfaces directly, Java’s I/O interfaces are
overhead-incurring wrappers linked to the same C glue routines.
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Table 12.3: Disabling caches reveals the cost of proof generation, transmission and verifica-
tion.
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remote 10 950 0.51
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Jetty 25 240 2.3 0.90
remote 24 1000 6.1 0.96

Table 12.4: Performance baselines for HT'TP 1.0.

12.3.1 Client baseline

First, I measured the time it takes to access an Apache web server with a C client and with

megabyte of data transferred locally costs about 61 ms/MB more, and as one might expect,
each megabyte transferred over a shared 10 Mbps Ethernet segment costs about 960 ms/MB.
From my Java client, the connection costs 11 ms plus 93 ms/MB locally and still around
950 ms/MB remote. This experiment establishes the baseline cost of my Java timing client
that I use in all of the further tests.

12.3.2 Server baseline

a trivial server written in Java and the Jetty web server, a full-fledged Java web server
with rich support for the features of HI'TP streams. Taking the jump to Java adds about
6 ms to the cost of a connection, and doubles the per-MB cost. These costs likely reflect
the fact that while Apache uses C system call interfaces directly, Java’s I/O interfaces are
overhead-incurring wrappers linked to the same C glue routines.
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Figure 12.2: The cost of introducing Snowflake authorization to HTTP. This graph sum-
marizes Tables 12.4 and 12.6. A trivial C client accessing an Apache server takes 4.6 ms.
Replacing the client and server with convenient but inefficient Java packages brings the
baseline for HT'TP to 25 ms. Most of Snowflake’s overhead reflects the use of inefficient
SPKI libraries, shown graphically as an inset box; for details, see Section 12.5.5.

My implementation is based on the convenient services and clean factorization provided
by the Jetty web server. Using Jetty adds another 8 ms, and increases the data transfer cost
another 33%. These costs reflect Jetty’s fairly complete request parser and Jetty’s stream
filters needed to support the various HT'TP models for content length and chunking. The
Jetty implementation could certainly stand some optimization, but I present the Jetty costs
as a baseline since my implementation is based on Jetty.

Table 12.5 shows the results of an experiment that factors the cost of an HTTP request
from the cost of establishing the underlying TCP connection. With HTTP/1.1, T issue
multiple requests per connection, and infer the setup and per-request cost of an HTTP
connection. The costs do not correspond exactly with those shown in Table 12.4, since

connect request (:U\,

server ms ms/req  ms
Apache 4.3 4.6 1.6
remote 3.6 4.5 0.80
Jetty 10 22 2.0
remote 16 28 9.9

Table 12.5: A setup and per-request experiment that reveals the baseline cost of a single
HTTP/1.1 request. By varying the number of requests per connection, a linear regression
provides the setup cost of a connection and the cost of each request thereafter.
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Figure 12.2: The cost of introducing Snowflake authorization to HTTP. This graph sum-
marizes Tables 12.4 and 12.6. A trivial C client accessing an Apache server takes 4.6 ms.
Replacing the client and server with convenient but inefficient Java packages brings the
baseline for HT'TP to 25 ms. Most of Snowflake’s overhead reflects the use of inefficient
SPKI libraries, shown graphically as an inset box; for details, see Section 12.5.5.

My implementation is based on the convenient services and clean factorization provided
by the Jetty web server. Using Jetty adds another 8 ms, and increases the data transfer cost
another 33%. These costs reflect Jetty’s fairly complete request parser and Jetty’s stream
filters needed to support the various HT'TP models for content length and chunking. The
Jetty implementation could certainly stand some optimization, but I present the Jetty costs
as a baseline since my implementation is based on Jetty.

Table 12.5 shows the results of an experiment that factors the cost of an HTTP request
from the cost of establishing the underlying TCP connection. With HTTP/1.1, T issue
multiple requests per connection, and infer the setup and per-request cost of an HTTP
connection. The costs do not correspond exactly with those shown in Table 12.4, since

connect request o
&erver ms ms/req  ms
Apache 4.3 4.6 1.6
remote 3.6 4.5 0.80
Jetty 10 22 2.0
remote 16 28 9.9

Table 12.5: A setup and per-request experiment that reveals the baseline cost of a single
HTTP/1.1 request. By varying the number of requests per connection, a linear regression
provides the setup cost of a connection and the cost of each request thereafter.
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Figure 12.3: This graph compares Snowflake client authorization, server (document) au-
thentication, and standard SSL authentication. The left group draws from Table 12.6, the
center group draws from Table 12.7, and the right group draws from Tables 12.8 and 12.9.

client and server are executing HTTP version 1.1 rather than 1.0.

12.3.3 Network baseline

I ran the same tests on a shared segment of 10 Mbps Ethernet, with no intervening router.
Not surprisingly, the per-request costs in the remote case are very similar to those in the local
case, since a connection setup only incurs a few sub-microsecond latencies. Per-megabyte
costs snap to about one second per megabyte, reflecting the 10 Mbps bandwidth of the
cable.

12.3.4 Snowflake costs

Now that I have established a baseline, what are the costs of my implementation of Snowflake
services over HT'TP? As shown in Table 12.6, a fresh connection costs around 380 ms to
establish, including making a public-key signature of the outbound request. Replaying the
same request costs only about 81 ms, since the Prover has the required proof in cache.
psing the MAC optimization from Section 10.3.1 brings the cost for authorizing a new
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Figure 12.3: This graph compares Snowflake client authorization, server (document) au-
thentication, and standard SSL authentication. The left group draws from Table 12.6, the
center group draws from Table 12.7, and the right group draws from Tables 12.8 and 12.9.

client and server are executing HTTP version 1.1 rather than 1.0.

12.3.3 Network baseline

I ran the same tests on a shared segment of 10 Mbps Ethernet, with no intervening router.
Not surprisingly, the per-request costs in the remote case are very similar to those in the local
case, since a connection setup only incurs a few sub-microsecond latencies. Per-megabyte
costs snap to about one second per megabyte, reflecting the 10 Mbps bandwidth of the
cable.

12.3.4 Snowflake costs

Now that I have established a baseline, what are the costs of my implementation of Snowflake
services over HT'TP? As shown in Table 12.6, a fresh connection costs around 380 ms to
establish, including making a public-key signature of the outbound request. Replaying the
same request costs only about 81 ms, since the Prover has the required proof in cache.
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Using the MAC optimization from Section 10.3.1 brings the cost for authorizing a new
equest to 110 ms. The extra 28 ms over an identical request reflects the fact that I do
all the same work (hashing the request), plus an additional hash to include the MAC, plus
parsing and verifying the proof at the server.

request copy o R?
requests ms ms/MB  ms
signed 380 190 10 0.21

remote 380 980 8.8 0.91
identical 81 300 1.9 0.95

remote 85 920 13 0.81
MAC opt 110 300 1.6 0.97

remote 110 990 1.7

Table 12.6: Snowflake HTTP client authorization performance. The three major cases are
new requests that require a public-key signature, a repeated request with a cached proof, and
new requests that exploit the MAC protocol.

Table 12.7 presents my measurements of the server document authentication protocol
described in Section 10.3.2. In this experiment, the client presented identical requests.
Signing a document (sign,ignore) is dominated by a public-key operation, hence the 430 ms
connection cost. It also incurs a hashing operation that applies to the entire document,
increasing the copy cost. Caching document signatures (cache,ignore) eliminates both ex-
penses; the increase from 86 ms to 99 ms is due to formatting the cached proof for inclusion
in the reply header.

The final two cases correspond to the previous two, but now the client actually parses
and verifies the signature on the document and finds a proof of the server’s authority in its
Prover. The per-document cost increases by about 60 ms for parsing the server’s proof and
querying the Prover to complete the proof and yield a name binding. The data copy cost
increases since the client must also hash the document. The differences in copy cost in the
remote cases appear because hashing operations and network delivery overlap.

12.3.5 Comparison with SSL costs

How do my channels compare in cost with alternative approaches to authorization? The
obvious alternative is the Secure Sockets Layer (SSL) or its offspring, the Transport Layer
Security (TLS) protocol. I measured the costs associated with SSL in two server configura-
tions: a C implementation, Apache plus OpenSSL; and a pure Java implementation, Jetty
plus PureTLS (SSL protocol) plus Cryptix (cryptographic primitive implementation). The
client was always my Java client with PureTLS and Cryptix. For posterity, I also measured
my simple Java web server with PureTLS and Cryptix, and found that in fact the 15 ms
connection setup difference between Jetty and my simple server was lost in the noise of the
long SSL connection establishment. I used 1024-bit RSA keys on both the server and client
in the SSL experiments so they would compare with the Snowflake measurements.

With the Apache server, an SSL connection takes(g?i))ms to establish a session to a
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request to 110 ms. The extra 28 ms over an identical request reflects the fact that I do
all the same work (hashing the request), plus an additional hash to include the MAC, plus
parsing and verifying the proof at the server.

request copy o R?
requests ms ms/MB  ms
signed 380 190 10 0.21

remote 380 980 8.8 0.91
identical 81 300 1.9 0.95

remote 85 920 13 0.81
MAC opt 110 300 1.6 0.97

remote 110 990 1.7

Table 12.6: Snowflake HTTP client authorization performance. The three major cases are
new requests that require a public-key signature, a repeated request with a cached proof, and
new requests that exploit the MAC protocol.

Table 12.7 presents my measurements of the server document authentication protocol
described in Section 10.3.2. In this experiment, the client presented identical requests.
Signing a document (sign,ignore) is dominated by a public-key operation, hence the 430 ms
connection cost. It also incurs a hashing operation that applies to the entire document,
increasing the copy cost. Caching document signatures (cache,ignore) eliminates both ex-
penses; the increase from 86 ms to 99 ms is due to formatting the cached proof for inclusion
in the reply header.

The final two cases correspond to the previous two, but now the client actually parses
and verifies the signature on the document and finds a proof of the server’s authority in its
Prover. The per-document cost increases by about 60 ms for parsing the server’s proof and
querying the Prover to complete the proof and yield a name binding. The data copy cost
increases since the client must also hash the document. The differences in copy cost in the
remote cases appear because hashing operations and network delivery overlap.

12.3.5 Comparison with SSL costs

How do my channels compare in cost with alternative approaches to authorization? The
obvious alternative is the Secure Sockets Layer (SSL) or its offspring, the Transport Layer
Security (TLS) protocol. I measured the costs associated with SSL in two server configura-
tions: a C implementation, Apache plus OpenSSL; and a pure Java implementation, Jetty
plus PureTLS (SSL protocol) plus Cryptix (cryptographic primitive implementation). The
client was always my Java client with PureTLS and Cryptix. For posterity, I also measured
my simple Java web server with PureTLS and Cryptix, and found that in fact the 15 ms
connection setup difference between Jetty and my simple server was lost in the noise of the
long SSL connection establishment. I used 1024-bit RSA keys on both the server and client
in the SSL experiments so they would compare with the Snowflake measurements.
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server client request copy o R?

behavior behavior ms ms/MB  ms

none ignore 86 290 2.2 0.96
remote 84 960 1.9

sign ignore 430 760 7.0 0.93
remote 430 1400 9.0 0.97

cache ignore 99 300 1.9 0.97
remote 100 910 5.5 097

sign verify 490 1200 9.6 0.95
remote 480 1800 11  0.97

cache verify 160 560 14 0.68
remote 150 1300 5.2

Table 12.7: Snowflake HTTP server authorization performance. The experiments vary
according to whether the server signed the returned document, used a cached proof, or sent
no proof at all, and whether the client verified the document’s authenticity.

(o wrver e The <hers ool sontent bsyom mitiaied. aod 110 1as.to Tonld s

__________________________ Vo o -

a cached session. A cached session_reuses secret-key encryption parameters, saving two
—mm LLers; _saving twe

expensivdiaglzj-_kgy_o__p;r_a?ign_s._ T e?t_x_tf;kzzs_ more time: 390 msYo set up &fresh go_nggcﬁigrb)

sand 290 ms to reuse an existing session. In Section 12.5.3 discuss the relationship between

_______________________________ i
SSL and Snowflake HT'TP authorization that explains why these costs are different than

those in Tables 12.6 and 12.7.

Once SSL establishes a session and authenticates its endpoints, it makes no authorization
decisions per-}"_e_guest. The fixed cost of processing a single HT'TP request on an established
connection ist14¥ms/req and 47 ms/req with Apache and Jetty servers, respectively.

12.4 Gateway authorization

My informal tests of the gateway application show that it has a latency of about 770 ms.
This exorbitant cost reflects the fact that the gateway transaction always involves two
public-key signatures. I have not optimized the protocol to eliminate public-key encryptions
in the common case, for example, by implementing the MAC protocol in the gateway.

12.5 Observations

I hypothesize that the Snowflake authorization model is not prohibitively expensive. In
fact, because it can subsume many hop-by-hop authorization models, it allows applications
and users to make security-performance tradeoffs freely by selecting alternate hop-by-hop
authorization protocols and plugging them into the same authorization framework.

Do my measurements support my hypothesis? Unfortunately, since my implementation
is unoptimized and built on top of slow libraries, the numbers do not support my hypothesis
unequivocally. By comparing them with baseline experiments, however, I believe I can
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server client request copy o R?

behavior behavior ms ms/MB  ms

none ignore 86 290 2.2 0.96
remote 84 960 1.9

sign ignore 430 760 7.0 0.93
remote 430 1400 9.0 0.97

cache ignore 99 300 1.9 0.97
remote 100 910 5.5 097

sign verify 490 1200 9.6 0.95
remote 480 1800 11  0.97

cache verify 160 560 14 0.68
remote 150 1300 5.2

Table 12.7: Snowflake HTTP server authorization performance. The experiments vary
according to whether the server signed the returned document, used a cached proof, or sent
no proof at all, and whether the client verified the document’s authenticity.

the relationship between SSL and Snowflake HT'TP authorization that explains why these
costs are different than those in Tables 12.6 and 12.7.

Once SSL establishes a session and authenticates its endpoints, it makes no authorization
decisions per-request. The fixed cost of processing a single HT'TP request on an established
connection is{13¥ms/req and 47 ms/req with Apache and Jetty servers, respectively.

12.4 Gateway authorization

My informal tests of the gateway application show that it has a latency of about 770 ms.
This exorbitant cost reflects the fact that the gateway transaction always involves two
public-key signatures. I have not optimized the protocol to eliminate public-key encryptions
in the common case, for example, by implementing the MAC protocol in the gateway.

12.5 Observations

I hypothesize that the Snowflake authorization model is not prohibitively expensive. In
fact, because it can subsume many hop-by-hop authorization models, it allows applications
and users to make security-performance tradeoffs freely by selecting alternate hop-by-hop
authorization protocols and plugging them into the same authorization framework.

Do my measurements support my hypothesis? Unfortunately, since my implementation
is unoptimized and built on top of slow libraries, the numbers do not support my hypothesis
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request copy o

&erver cache ms ms/MB  ms
Apache none _ ,550| ,"ilOOO‘I .-'25i|
Jremota| 12303 1110001 19.01
jcontext) 12301 111000} 16

| remotell }2201 § 11000/} 21
isession 1| 1140; 1110001 111]
Lremote |  118Q1 1110001 Q.8

Jetty none 420 24000 31
remote 440 12000 23

context 390 25000 23

remote 420 12000 37

session 290 24000 45

remote 300 13000 46

Table 12.8: The SSL setup and bandwidth ezperiment. In the context case, I discard cached
sessions; in the session case, I allow SSL to cache and reuse sessions.

connect request o R?
ms/req ms
114\ 119 /0.961
\ \ ] ] | X l‘ ]
remotel  \ITO/ V147 1260%0.93
Jetty 260 47 45 0.98
remote 240 46 8.5

server ms

Apache | 7130\

Table 12.9: The cost of a single request over SSL. The first column shows cost of establish-
mg a connection with session caching, and the second column is the cost to send a 100-byte

request over the connection.

of my hypothesis. In Section 12.5.3, I argue that an optimized Snowflake promises to be
competitive with existing hop-by-hop protocols. I summarize my observations with some
lessons learned in the process of measuring my implementation.

12.5.1 Comparable operations

Snowflake-enhanced protocols are not inherently more expensive than other protocols with
similar guarantees. The measurements displayed in Figure 12.3 indicate that Snowflake
performs similar encryption steps as SSL. SSL spends about 400 ms starting up, as does
Snowflake. SSL can complete a request over an established channel in about 50 ms. With my
MAC optimization, a Snowflake request takes about 110 ms. As I discuss in Section 12.5.3,
I have observed that most of the difference is attributable to slow libraries.

Both SSL and Snowflake engage in similar operations. SSL verifies message authenticity
with symmetric-key decryption and a CRC; Snowflake does the same with an MD5 hash.
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request copy \'g‘;
server cache ms ms/MB  ms
Apache none 5701 l’i4000‘ Il 5i

Jremotd | 1710} ,l 11000| .' 43|
Jcontext) 16501 1 115000 ! 36
{ remote] |680| 11000"8 5
Isession I |190, |14000' I39'

I
Uremotd | 12400 1110000 |23

Jetty none 420 24000 31
remote 440 12000 23

context 390 25000 23

remote 420 12000 37

session 290 24000 45

remote 300 13000 46

Table 12.8: The SSL setup and bandwidth ezperiment. In the context case, I discard cached
sessions; in the session case, I allow SSL to cache and reuse sessions.

connect request o R?
server ms ms/req ms
ARa_cbe_ /180 13} r18Y,0.97v
Gemote 210/ 16/ \38/%.0.90/
Jetty 260 47 45 0.98

remote 240 46 8.5

Table 12.9: The cost of a single request over SSL. The first column shows cost of establish-
mg a connection with session caching, and the second column is the cost to send a 100-byte
request over the connection.

A)f my hypothesis. In Section 12.5.3, I argue that an optimized Snowflake promises to be
competitive with existing hop-by-hop protocols. I summarize my observations with some
lessons learned in the process of measuring my implementation.

12.5.1 Comparable operations

Snowflake-enhanced protocols are not inherently more expensive than other protocols with
similar guarantees. The measurements displayed in Figure 12.3 indicate that Snowflake
performs similar encryption steps as SSL. SSL spends about 400 ms starting up, as does
Snowflake. SSL can complete a request over an established channel in about 50 ms. With my
MAC optimization, a Snowflake request takes about 110 ms. As I discuss in Section 12.5.3,
I have observed that most of the difference is attributable to slow libraries.

Both SSL and Snowflake engage in similar operations. SSL verifies message authenticity
with symmetric-key decryption and a CRC; Snowflake does the same with an MD5 hash.
k{egardless of protocol, the server parses and processes the request and returns the reply.

=A125=


Compare Words A125


=B126=

.....

Regardless of protocol, the server parses and processes the request and returns the reply.

SL checksums and encrypts the reply; Snowflake securely hashes the reply document.
In both cases, the client uses a corresponding operation to verify the reply. Because the
expensive cryptographic operations are comparable, one expects optimized implementations
to perform comparably.

The additional sources of overhead in Snowflake are time spent walking the proof graph
and memory consumed maintaining cached proofs. My experiments do not explore that
space in depth, but as I describe in Section 10.3.4, proofs are usually constructed incremen-
tally while walking the name graph, an operation driven by the client user or application.

12.5.2 The performance-security tradeoff

By comparing my authorized-request protocol to SSL I somewhat compare apples and
oranges, for the protocols make different performance-security tradeoffs. For example, SSL
authenticates the client and the server applications and provides secrecy and integrity for
the entire communications stream. The Snowflake HTTP protocol I have described, in
contrast, shows the chain of authority over requests and over document authentication, but
only provides integrity for requests, and only shows integrity of reply documents, not of
headers or other information supplied by the server.

That tradeoff, however, is part of my point. With Snowflake, one is free to choose
an established hop-by-hop protocol or to develop a new one. By stating in my logic the
authorization promises the protocol makes, one can integrate the protocol into Snowflake’s
end-to-end authorization model. Conceivably, new protocols can be dynamically integrated
into existing Snowflake-aware applications; in other cases, a protocol-translating gateway
can introduce the new protocol to the distributed system without hiding authorization
information from the underlying application.

12.5.3 Slow libraries

My formal measurements and informal tests indicate that a large fraction of Snowflake’s cost
is needless overhead. As Table 12.4 shows, my baseline HT'TP measurements indicate that
using Java and the convenient Jetty web server incurs substantial overhead (250%). Fur-
thermore, Table 12.8 shows that the Java encryption library Cryptix imposes a substantial
bandwidth overhead.

What surprised me most was the overhead of the SPKI implementation on which I
built Snowflake’s objects. In informal tests, parsing a 2 KB S-expression from a string
takes around 20 ms, and converting the resulting tree into typed Java objects takes another
20 ms. Indeed, even basic operations like hashCode () took over 5 ms until I made simple
fixes that improved the performance by an order of magnitude. There is no reason a well-
implemented library should spend milliseconds parsing short strings in a simple language;
and 40+ ms delays such as these explain much of the difference between Snowflake’s warm-
connection performance and that of simple HT'TP transactions. I am considering a full
reimplementation of the SPKI libraries and adopting native crypto providers to eliminate
a large fraction of the inefficiencies in my implementation and make it achieve production-
system performance.
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SSL checksums and encrypts the reply; Snowflake securely hashes the reply document.
In both cases, the client uses a corresponding operation to verify the reply. Because the
expensive cryptographic operations are comparable, one expects optimized implementations
to perform comparably.

The additional sources of overhead in Snowflake are time spent walking the proof graph
and memory consumed maintaining cached proofs. My experiments do not explore that
space in depth, but as I describe in Section 10.3.4, proofs are usually constructed incremen-
tally while walking the name graph, an operation driven by the client user or application.

12.5.2 The performance-security tradeoff

By comparing my authorized-request protocol to SSL I somewhat compare apples and
oranges, for the protocols make different performance-security tradeoffs. For example, SSL
authenticates the client and the server applications and provides secrecy and integrity for
the entire communications stream. The Snowflake HTTP protocol I have described, in
contrast, shows the chain of authority over requests and over document authentication, but
only provides integrity for requests, and only shows integrity of reply documents, not of
headers or other information supplied by the server.

That tradeoff, however, is part of my point. With Snowflake, one is free to choose
an established hop-by-hop protocol or to develop a new one. By stating in my logic the
authorization promises the protocol makes, one can integrate the protocol into Snowflake’s
end-to-end authorization model. Conceivably, new protocols can be dynamically integrated
into existing Snowflake-aware applications; in other cases, a protocol-translating gateway
can introduce the new protocol to the distributed system without hiding authorization
information from the underlying application.

12.5.3 Slow libraries

My formal measurements and informal tests indicate that a large fraction of Snowflake’s cost
is needless overhead. As Table 12.4 shows, my baseline HT'TP measurements indicate that
using Java and the convenient Jetty web server incurs substantial overhead (250%). Fur-
thermore, Table 12.8 shows that the Java encryption library Cryptix imposes a substantial
bandwidth overhead.

What surprised me most was the overhead of the SPKI implementation on which I
built Snowflake’s objects. In informal tests, parsing a 2 KB S-expression from a string
takes around 20 ms, and converting the resulting tree into typed Java objects takes another
20 ms. Indeed, even basic operations like hashCode () took over 5 ms until I made simple
fixes that improved the performance by an order of magnitude. There is no reason a well-
implemented library should spend milliseconds parsing short strings in a simple language;
and 40+ ms delays such as these explain much of the difference between Snowflake’s warm-
connection performance and that of simple HT'TP transactions. I am considering a full
reimplementation of the SPKI libraries and adopting native crypto providers to eliminate
a large fraction of the inefficiencies in my implementation and make it achieve production-
system performance.
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12.5.4 Performance lessons

While developing these experiments, I learned two lessons about performance and measure-
ment. First, do not forget to close sockets when they are no longer in use, for extra file
descriptors slow things down [BM98]. Second, When latency matters, be careful to disable
Nagle’s alg‘orlthm which delays delivery of(Eackets %in hopes that &hat can be aggregated
\will arrive.?Oddly, Nagle’s algorithm is even used on connections to the local host. I am

also surprised that the interface to Nagle’s algorithm is a single bit on the file descr_lptor

Turning off the algorithm is analogous to turning off buﬁerlng in the C stdid] Jdibrary; Wwhy

not supply a flush call instead to give the application more control?

\
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12.5.4 Performance lessons

While developing these experiments, I learned two lessons about performance and measure-
ment. First, do not forget to close sockets when they are no longer in use, for extra file

Nagle’s algorithm, which delays delivery‘_ogg Bflcl{e_tzll hopes that\,t_hg application will soon,
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even used on connections to the local host. I am also surprised that the interface to Nagle’s

algorithm is_a single bit on the file d‘(_asgi-pt_or. Turning off the algorithm is analogous to
turning othg}ering in the C stdio(&hazx)why not supply a flush call instead to give
the application more control?
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Proofs

A.1 Construction of ¢p

Definition E12 presupposed the existence of a projection function ¢7. We construct such a
function now, and show that it satisfies the definition. Let W = 27; that 15’ Worlds,M are
subsets of T'. Define

where (g -57 ;-(’L-U -6-5-(-)-) Vo -6:7\ (Definition E26)

Necessity. leen or(w) =w = QT(w’), we know Vo /€ T NT2E w iff w e ZSQL_ and)
likewise, Vore T U,E w iff w' € 5(_L/Therefore Voi e, e % O‘L\lﬁ‘ w' € 5<_L and’we
conclude w™b /. e

Sufficiency. From the dgﬁ_nitLog of w =7 w', we know Vo €T we gO‘L\lff w' e ECL/
Let w = {U'E Tlw € 5(-0 )} and w’x_ {U € ij‘,e E’g_a_l} F-Pe-m-em-hypothesw we know

that the cotMitions on w-emtl T are-bhe-sume sor(lv) =w=w = ¢p(w).

In the following proofs, I generally use a bar (w) to indicate a member of an equivalence
class constructed as shown here.

A.2 Equivalence of ¢% and ¢;. definitions of EN

I now justify my claim in Section 4.2 that Definition E14 and Definition E16 are equivalent.

Necessity. Assume B 2 A holds according to Definition E14:

Vu (67 (R(A)(wp)) € d7(R(B)(wp)))
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Proofs

A.1 Construction of ¢p

Definition E12 presupposed the existence of a projection function ¢7. We construct such a

are subsets of T'. Define

or(w) =w € w
where (o 6‘15)- -E-(’L-U-E-g 5_\{))-%(%’1_“ (Definition E26)
——————— P

or(w'), we know Vo &T.v0 € w iff w € Ej_a’ ag(i\)

Necessity. Given ¢p(w) = w = 7 < e
likewise, Vo &1y € w iff w' € € (Q)Therefore Vo gT, we z S‘gpiﬂ' w' € £(&), andave
—— ‘ U - b

conclude w =2r'.  lemem——

Sufficiency. From the definition of w =¢ w', we know Vo G(T,-’L-U-E- M’iﬂ' w' e E(Q)

Let w = {0 g1 w € g(:{)-}-_al_;d_@- ’:-T§ eTlw e 5(@')} Frémrewr fypothesis we know
that the condibronseor?s skl W are+he’same, so ¢r(w) =W =W = dr(w').

In the following proofs, I generally use a bar (w) to indicate a member of an equivalence
class constructed as shown here.

A.2 Equivalence of ¢% and ¢;. definitions of EN

I now justify my claim in Section 4.2 that Definition E14 and Definition E16 are equivalent.

Necessity. Assume B 2 A holds according to Definition E14:

Vu (67 (R(A)(wp)) € d7(R(B)(wp)))
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For all (wg, w1),

(wg, w1) € R(A) D w; € R(A)(wyp)
> w1 € PP(R(A)(wo)),
%1 = ¢r(w1)
> wp € ¢P(R(B)(wp)) (using the assumption)
> Jw) Zp wy,
oo, wh) € R(B)(wp)
= (wo, w1) € ¢H(R(B)) (pefinition E15)

Sufficiency. Assume B 2 A holds according to Definition K16:

Given wg and W € ¢ (R(A)(wp)), we know that there is some w; € R(A)(wp), with
wy = ¢p(wi). We rewrite the statement (wg, w1) € R(A), and invoke the assumption to
get (wo, w1) € ¢7(R(B)). Now we know there exists (wg, w;) € R(B) with w] ¢ w.
Changing notation again, w} € R(B)(wy). Since wj Zp wy, we know w; = ¢p(w)), and we
may conclude W, € ¢ (R(B)(wo)).

Together, the two implications show the equivalence.

A.3 An undesirable semantics for %

Notice that (b; projects only the destination world of each edge in a relation. Why do we
not project both ends of the relation? Such a definition actually does not preserve our most
basic intuition, that B L A5B L A In the model in Figure A.1, the grey boxes depict
the equivalence classes under 7T'; projecting both ends of the edges in R(A) gives {(T, @)},
as does R(B). From world wq, however, B says s but not Asayss.

Given a relation (wp, w1), then, the reason we only project wy is this: wq is affected by
what statements are true at wy; substituting other worlds equivalent with respect to 1" does
no harm. Substituting other worlds for wg, on the other hand, changes what statements we
consider true at wg.

A.4 Proof of soundness

In this section, I show that my extension to Lampson’s calculus is still a sound axiom-
atization of the presented semantics. Like Lampson’s original logic, mine is based on a
conventional Kripke semantics of modal logic. The conventional proofs of soundness for
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For all (wg, w1),
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w1 = ¢r(w1)
>w; € ¢p(R(B)(wo)) (using the assumption)
> Jw) Zp weld

(wo, wi) € R(B)(wo)

= (wo, w1) € ¢F(R(B)) {byDefinition E15)

Sufficiency. Assume B 2 A holds according to Definition K16:

Given wg and W € ¢ (R(A)(wp)), we know that there is some w; € R(A)(wp), with
wy = ¢p(wi). We rewrite the statement (wg, w1) € R(A), and invoke the assumption to
get (wo, w1) € ¢7(R(B)). Now we know there exists (wg, w;) € R(B) with w] ¢ w.
Changing notation again, w} € R(B)(wy). Since wj Zp wy, we know w; = ¢p(w)), and we
may conclude W, € ¢ (R(B)(wo)).

Together, the two implications show the equivalence.

A.3 An undesirable semantics for %

Notice that (b; projects only the destination world of each edge in a relation. Why do we
not project both ends of the relation? Such a definition actually does not preserve our most
basic intuition, that B L A5B L A In the model in Figure A.1, the grey boxes depict
the equivalence classes under 7T'; projecting both ends of the edges in R(A) gives {(T, @)},
as does R(B). From world wq, however, B says s but not Asayss.

Given a relation (wp, w1), then, the reason we only project wy is this: wq is affected by
what statements are true at wy; substituting other worlds equivalent with respect to 1" does
no harm. Substituting other worlds for wg, on the other hand, changes what statements we
consider true at wg.

A.4 Proof of soundness

In this section, I show that my extension to Lampson’s calculus is still a sound axiom-
atization of the presented semantics. Like Lampson’s original logic, mine is based on a
conventional Kripke semantics of modal logic. The conventional proofs of soundness for
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Figure A.1: In this example, T' = {s}. Notice that B % A.

Axiom S1, Rule S2, Axiom S3, and Rule S4 apply. My extensions define £ for a new for-

mula (B EN A) and R for a new principal (A - N), but do not perturb Abadi’s original
semantics for the calculus for access control. Because those semantics do not depend on
any particular structure in £ or R, the axioms of the calculus remain sound in my extended
calculus.

My present task is to show that the axioms of my extensions are sound.

Axiom E1. F (C EN B) A (B =N A)> (C EN A). This axiom follows easily from Definition

E14. For all wy,

7 (R(A)(wo)) € ¢7(R(B)(wo))
C o1 (R(C)(wo)) O

The following lemma shows that (b} preserves the union operation. Let R; and Ry be
relations.

(wo, w1) € ¢F(R1 U Ry)
= Jw| S wy, ﬁuo,wlﬁ € RiURy
= Jw| S wy,
ﬁuo,wlﬁ € Ry V (wg, w)) € Ro
Jw) Zp wy, %ﬁo,w’ﬁ € Ry
V Jw) Zp wy, fo, w)) € Ro
(wo, w1) € ¢7.(R1) V (wo, w1) € ¢7.(Ra)
=(wo, w1) € ¢ (R1) U dp(Re)

From this equivalence we conclude

¢¥(R1 URy) = ¢¥(R1) ) ¢¥(R2) (Lemma E27)

=Al47=


Compare Words A147


=B147=

A.4. PROOF OF SOUNDNESS 131

s “C) -s
t t

S -1S
% ,C) St
/

B\ J
T [}

Figure A.1: In this example, T' = {s}. Notice that B % A.

Axiom S1, Rule S2, Axiom S3, and Rule S4 apply. My extensions define £ for a new for-

mula (B EN A) and R for a new principal (A - N), but do not perturb Abadi’s original
semantics for the calculus for access control. Because those semantics do not depend on
any particular structure in £ or R, the axioms of the calculus remain sound in my extended
calculus.

My present task is to show that the axioms of my extensions are sound.

Axiom E1. F (C EN B) A (B =N A)> (C EN A). This axiom follows easily from Definition

E14. For all wy,

7 (R(A)(wo)) € ¢7(R(B)(wo))
C o1 (R(C)(wo)) O

The following lemma shows that (b} preserves the union operation. Let R; and Ry be
relations.

(wo, w1) € ¢F.(R1 U Ry)
= 310325T1u£><w0;w3>EARlLth
= lel =7 w{;\
@Uogwi>6AR1\/<um,wi>EAR2
Jw) 2w Mwo, w)) € Ry
V 3w Zp wg M wo, wh) € Ry
(wo, w) € 7. (R1) V (wo, w1) € ¢7(R2)
=(wo, w1) € ¢7.(R1) U ¢7(Rz)

From this equivalence we conclude

¢¥(R1 URy) = ¢¥(R1) ) ¢¥(R2) (Lemma E27)
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Axiom E2. + (B =N A)> (B/\C) (ANC). We assume the premise in terms of Definition
E14:

Vg (67(R(A)(wp)) € o7 (R(B)(wp)))

We can readily reason for all wy:

) U SH(R(C) (wo)) (Lemma E27)

(wo)) (Lemma E27)
a

T

Axiom E3. - (C= A) A (C EN B)=C EN (A A B). The equivalence depends on Lemma

E27:
MECE ANCEB

iff  ¢p(R(A ))C¢T( )
A d7p(R(B)) € ¢67(R(C))

i 0F (R(A)) U é5(R(B)) C 65 (R(C))
iff O (R(A) UR(B)) C 6F(R(C)) (Lemma E27)

iff MECS (AAB) 0

To justify Axiom E4 we must first show that for any relation R,
o (R) =R (Lemma E28)

Lemma E28. The lemma holds because we may discard identical worlds from a model

without loss of generahty That 1s imagine we have a model M with two worlds w; and

we where wy € 5(_2’1&' wey € 5(_2)for every formula o € Xx The extra world wy appears

=A148=

in every I(s) in which w; appears. Any edge in any relation ending in w; has a related
edge ending in we ((w,w1) € J(A) = (w, wq) € J(A)); likewise edges starting at w; have a
related edge starting at wo in every relation. The same holds for the relations in the name
interpretation function K (A, N). It is clear that the extension function R, and hence &,

)

have the same overlap with respect to wy and ws, so that w; € 5{0 =wy € 5(_0_) \
-
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edge ending in we ((w,w1) € J(A) = (w, wq) € J(A)); likewise edges starting at w; have a
related edge starting at wo in every relation. The same holds for the relations in the name
interpretation function K (A, N). It is clear that the extension function R, and hence &,
have the same overlap with respect to wy and ws, so that w; € 5(5
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Given this definition, we can build a model M’ = (W' wy, I', J', K') that discards wa:
W =W — {’LUQ}

w1 if wo
wo otherwise
I'(s) = I(s) — {w2}
J(A) = J(A) — {{w,w)|w=ws Vuw =w}
K'(A,N)=K(A,N)

(w, w)|w=wy Vuw = wg}

Happlly, ./\/l’ reserves every consequence of M: (M 0 =\ M a /Why7 Whenever
E

wy =

—N

because wo = ’LU2, SO Wy = Wy 6 5(0 = w; € 5(_0}, and then w( € &'(s) for the same
reasons that wy € £(s). ————————

Convinced that duplicate worlds do not alter the consequences of a model, we may now
assume that no models contain identical worlds, without damaging the semantics. If we
know wy # ws, we can assume the existence of a formulaoywith (w; € 5(_» # (wq € 5(_5)
and conclude that wy % we (by Definition E11). Therefore, ¢, is bijective:

wy # w2 > gy (w1) # du(wa)

By the definition of ¢7. it is obvious that any relation R € ¢F(R). But when T = U, the
converse is also true:

(wo, w1) € ¢ (R)
> 3 w] such that (wgy, w}) € R,
Pu(wy) = gu(wr)
D’LUll = W1
) <’LUO,’LU1> €R

Now we have ¢, (R) = R. O

Axiom E4. (B LY A) = (B = A). Expanding the definition of B X A and applying the
previous result gives R(A) C ¢,/ (R(B)) = R(B), which satisfies the definition of B = A.
O

Justifying Axiom E5 requires two lemmas that relate representatives of equivalence classes
under different projections.

First, a representative of a projection due to a small set has a “big brother” in any
projection due to a superset, and the structure of the brothers is closely related:

wy € o8 (Sy), T'CT
S 3w, € ¢p(S Fl =w NT’ (Lemma E29)
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wo € &( aL we,‘know wg, € & aL\elther _fclr_eiczlcﬁl}_f the shrel reasons (when wy # ws), or
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assume that no models contain identical worlds, without, damaging the semantics. If we
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and conclude that wy % we (by Definition E11). Therefore, ¢, is bijective:

wy # w2 > gy (w1) # du(wa)

By the definition of ¢7. it is obvious that any relation R € ¢F(R). But when T = U, the
converse is also true:

(wo, w1) € ¢ (R)
> 3 w] such that (wgy, w}) € R,
Pu(wy) = gu(wr)
D’LUll = W1
) <’LUO,’LU1> €R

Now we have ¢, (R) = R. O

Axiom E4. (B LY A) = (B = A). Expanding the definition of B X A and applying the
previous result gives R(A) C ¢,/ (R(B)) = R(B), which satisfies the definition of B = A.
O

Justifying Axiom E5 requires two lemmas that relate representatives of equivalence classes
under different projections.

First, a representative of a projection due to a small set has a “big brother” in any
projection due to a superset, and the structure of the brothers is closely related:

wy € 9P (Sw), T'CT
S 3wy € PR(Sud N0y = w1 NT' (Lemma E29)
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Lemma E29. By the first premise, there is a wy € S, where W] = ¢7/(wy). From

Definition E26 we know

I
\
\__ We again invoke Definition E26 to zet:
RN ,'_‘ el
S o ————————— - -

Uleﬁv#an_d_h_eg@_a‘e T We apply (1) to get wy € SLL and%pply (2) to get o wy. Now =3=>
P =3= we-herve-shown ALl = —provingthe-lemme: O
The second lemma is approximately the converse of the first:
W) € ¢F(Sw), fpi = NT' T'C T
Sw) € ¢ (Sw) (Lemma E30)
Lemma E30. The first premise, by Definition E13, implies the existence of a w; € R, and
Definition E26 lets us write
ok = (wn € ST R a0
(i vy ¢ £ 1% 2 0 lowind )
0 6_,_‘17 = (w1 € &g)) Q’X_)/
HCESKrRY T = (w; € 5(0))‘\
“ (cewy) =(w € &0 )_, \,erecond premise)
e ———————
This last result implies that W) = ¢/ (w1 ), which is sufficient to prove the conclusion of the
lemma. a
Axiom E5. - (B =N A)o (B EN A) when T" C T. We take as our hypothesis M = B L A,
that is:
o7 (R(A)(wo)) € ¢7(R(B)(wo))
Given any world wo and a set 7" C T', we assume w; € ¢}, (R(A)(wp)) and set out to prove
w) € ¢ (R(B)(wp)). By the assumption and Lemma E29, we know
3w, € PP(R(A)(wo)), fpi =@ NT"
=A150= =A150=
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Lemma E29. By the first premise, there is a wy € S, where W] = ¢7/(wy). From

Definition E26 we know

____________________ 1
lrLet w1 = ¢r(w); since wy € Sy, W1 € ¢P(Sy). Having exhibited w;, we need only show}

V@1 NT =) [ o e
1 I
L_lN_e_a-gain invoke Definition E26 to ge_t,'

{rewm)=(w c€ (c('j)-g‘;r‘léll‘, <2
-
(:i_?‘i_rs_t;\crl-e‘g_ul F\'r} means_both o E(I : anc_i: Hocause TVZT.L\{T € T'. The latter allows us to

use (2) Yohvrite wy € € (taic:i:‘then we invoke Tl-) to ges b &l -C-o;l;e?s;l;:n € W) means

o &l and henceyo € T. We apply (1) to get wy € S(C(Z_Eg-(l)apply (2) to get o |efv1. Now

— wetrve-shownww- A =Tproving thelemmes O
The second lemma is approximately the converse of the first:
W) € PP(Sufzw) =wiNT' T'CT
Sw) € ¢ (Sw) (Lemma E30)
Lemma E30. The first premise, by Definition E13, implies the existence of a w; € R, and
Definition E26 lets us write
[T ————— £== = LA\
(o0 €1wy) = (wy € 5(“)) Vy"e l‘, ¢(L)s
o \ S " [ —— cu—— hl
¢For ever X‘U“ € T', all of the following hold: ,’
e i e e e e e e e e I
o€ {(third premise)>
N M I 70==x
" s(o¢c wl)_z_(iv_l_G_g_(c‘i))‘\ s(hy 1)2
\ ofé7ﬂh,UfT5 EE(UU,G EKVQ)/
] .
\‘ (0 € 'iw’l‘) (107 'G"c"(gj} Eecond premise)
This last result implies that W) = ¢/ (w1 ), which is sufficient to prove the conclusion of the
lemma. a
Axiom E5. - (B =N A)o (B EN A) when T" C T. We take as our hypothesis M = B L A,
that is:
o7 (R(A)(wo)) € ¢7(R(B)(wo))
Given any world wo and a set 7" C T', we assume w; € ¢}, (R(A)(wp)) and set out to prove
w) € ¢ (R(B)(wp)). By the assumption and Lemma E29, we know
3w € PR (R(A)(woldw) =Wy N T’
=B150=
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The hypothesis glves w1 € ¢p(R(B)(wp)), which satisfies the premise for Lemma E30.
Hence we know @) € ¢%,(R(B)(wo)), and we have proven that

Vo, ko (R(A) (wo)) € 6% (R(B)(wo)) 0

Theorem E6. + (C 2 B) N (B EN A= (C ar A). Apply Axiom E5 twice to the premises
to get two relations restricted by S U T, then apply Axiom E1 to collapse them into the

relation in the conclusion. O
Result E7. (B 2 A)N(B = A) B = U 4 Figure A.2 gives a counterexample that

justifies the result. The dlagram in the figure models B 2 Aand B2 A. The statement
B S%T, however, fails. Projecting the model under S U T gives the original picture, since
each world falls in a separate equivalence class. Notice that B says —(sA—t): that statement
is true in both worlds B considers possible. But A does not believe it, since A can see the
lower-left world, where the statement is false.

::}A A .
t .. \- B B .
,. N AN
S hl S
-t O O -t — — [ ]
In this model, A’srela-  Projected under S = as it does under

tion at wo is not a sub-  {s}, however, the sub- -, _ ()
set of B’s. set relation holds ... '

pe

Figure A.2: A counterexample showing why two delegations for sets S and T do not imply
a delegation for set SUT (Result E7).

Why should this result be intuitive or desirable? Recall from Section 7.9 that the

strength of 2 means that a delegation regarding 7" may imply a delegation regarding a
larger set T that includes formulas constructed from the members of T'. In our example, B
speaks for A regarding formulas composed exclusively with the primitive s or the primitive
t, but not regarding formulas combining the two. The closure of the restriction set S UT
includes formulas such as —(s A —t).

Axiom E8. - (B =N A)oC|B EN C|A. Assume the premise in terms of Definition E14:

Vwy (97(R(A)(wp)) € o7 (R(B)(wp)))

Let w belong to ¢F(R(C|A)(wp)). The semantics for quoting gives w € ¢H((R(C) o
R(A))(wp)). An edge only exists in a composition if we have w; and ws such that
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Why should this result be intuitive or desirable? Recall from Section 7.9 that the

strength of 2 means that a delegation regarding 7" may imply a delegation regarding a
larger set T that includes formulas constructed from the members of T'. In our example, B
speaks for A regarding formulas composed exclusively with the primitive s or the primitive
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(wo, w1) € R(C) and (w1, ws) € R(A); Definition E13 guarantees that we have such wq, wo
with w = qu(’LUg).

Since wy € R(A)(w1), we can use the assumption to show the existence of w) €
R(B)(w1) with ¢r(wh) = ¢r(we) = w. That means that W € ¢F(R(B)(w1)), and hence
w € ¢P((R(C)oR(B))(wp)). By the definition of quoting, we arrive at w € ¢}2(R(C|B)(wo)),
which proves the conclusion. O

Result E9. (B =N A) 2 B|C EN A|C. The model in Figure A.3 is a counterexample for

T = {s} that shows the result. Notice that B ENYY R(A)’s only edge goes from wy to the
equivalence class of worlds where s is true, and R(B) also has such an edge (the loop at
wp). When we compose the relations, however, we see that B|C says s, but not A|C'sayss.
The equivalence classes of {C'sayss} are different than the equivalence classes of {s}.
B B
S S
cL O

-~
Al c
S ) -S
-t O S~ 'O -t
C
Figure A.3: A model that demonstrates Result E9.

Axiom E10. + (B (T:*QC .A) o <B|C =N .A|C>. Inductively applying Axiom E25 and Ax-

iom E24 shows as a theorem that B = A implies B L a Therefore, we may immediately

TC)*
replace the premise of this axiom with B (« $ ) A, which follows by the theorem from the
original premise. Herein we omit the parentheses for the postfix set operators * and C', and
simply write T*C*.

Hence we begin with the hypothesis that
R(A) € 6} (R(B))

We are given some wy € W and the existence of Wy € ¢ (R(A|C)(wp)). The set can be
rewritten ¢ ((R(A) o R(C))(wo)), so we know that there exist w; and ws, where

<’LUO, ’LU1> < R(.A)

<’LU1, ’LU2> € T\’,(C)

Wy = ¢r=c=(w2)

The last expression means that for all O(E;f:g\\e wy if and only if we € 5@—)_.\/

A\
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SBB S
t \ /Ot

-~
Al c
S ) -S
-t O S~ 'O -t
C
Figure A.3: A model that demonstrates Result E9.

Axiom E10. + (B (T:*QC .A) o <B|C =N .A|C>. Inductively applying Axiom E25 and Ax-

iom E24 shows as a theorem that B = A implies B L a Therefore, we may immediately

TC)*
replace the premise of this axiom with B (« $ ) A, which follows by the theorem from the
original premise. Herein we omit the parentheses for the postfix set operators * and C', and
simply write T*C*.

Hence we begin with the hypothesis that
R(A) € 6} (R(B))

We are given some wy € W and the existence of Wy € ¢ (R(A|C)(wp)). The set can be
rewritten ¢ ((R(A) o R(C))(wo)), so we know that there exist w; and ws, where

<’LUO, ’LU1> < R(.A)
<’LU1, ’LU2> < T\’,(C)

Wy = ¢r=c=(w2)

The last expression means that for all o &T 3 € W, if and only if wy € & ({)
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Define the formula

. /\ \’2“] if a,'e_ﬁg-\’
— N )
2 "—U:\ votherwises
V4

o€

Intuitively, 79 is true at precisely those worlds that map to wy under ¢r. We have con-
structed 72 such that we € E(72).

Since (wy, w2) € R(C), we know R(C)  E£(—72), and therefore wy ¢ £(C says—73), and
finally wy € £(—C says —72). The propositional closure of T" ensures that each conjunct of
To, and thus 7y itself and —7o, appear in T™. The modal closure over “C says” ensures that
(Csays—my) € T*C, and therefore (—C says —m) € T*C*.

Now we may employ the hypothesis to show that there exists a w} € R(B)(wp) with

w) Zp«c+ wy. It follows that:

w) € E(-Csays—7)
=W — E(Csays 1)
=W — {w|R(C)(w) C &(—7)}

= {w[R(C)(w) £ E(-m2)}
= {w[Fwy € R(C)(w), wy & E(-72)}
= {w|Fwh € R(C)(w), wh € E(m2)}

That is, we know there is a w), € £(m2), with (w], w)) € R(C).

With both (wg, w)) € R(B) and (w),w)) € R(C), we ha}fg (wg, wh) € R(B) o T‘?’,@Lf
R(BI|C). From the definition of 73, we know that wy is in £{g) exactly when U‘lE wo for ally

{0y T, so Wy = ¢r(wh). We have shown that Wy € ¢%(R(B|C)(wp)), and therefore that
given the hypothesis, the model supports B|C EN AlC. 0

Axiom E17. - (B = A)o(B-N = A-N). This axiom follows from my brute-force
semantics for names. Assume the premise:

R(A) C R(B)
We want to show that
R(A-N)CR(B-N),

Avhich, of course, is trivial thanks to requirement (I) of Definition E21.

Theorem E18. - (AAB)-N = (A-N)A(B-N). Since (AAB) = A, (AAB)-N = A-N
(by Axiom E17, with T'=U). The same is true for B, proving:

(AAB)-N= (A-N)AN(B-N) 0

=A153=
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Define the formula

fo chug\
e Ao Basm,

7% \otherwises
o 4

oeT

Intuitively, 79 is true at precisely those worlds that map to wy under ¢r. We have con-
structed 72 such that we € E(72).

Since (wy, w2) € R(C), we know R(C)  E£(—72), and therefore wy ¢ £(C says—73), and
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To, and thus 7y itself and —7o, appear in T™. The modal closure over “C says” ensures that
(Csays—my) € T*C, and therefore (—C says —m) € T*C*.

Now we may employ the hypothesis to show that there exists a w} € R(B)(wp) with

w) Zp«c+ wy. It follows that:
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= {w|Fwh € R(C)(w), wh € E(m2)}

That is, we know there is a w), € £(m2), with (w], w)) € R(C).

With both (wg, w)) € R(B) and (w),w)) € R(C), we ha)_/e (wg, wh) € R(B) o T";@Lf

R(B|C). From the definition of 75, we know that w} is in £(6) exactly when o G\T_Uaio_r_ag,

o €T, so Wy = ¢pr(wh). We have shown that Wy € ¢} (R(B|C)(wo)), and therefore that
given the hypothesis, the model supports B|C EN AlC. 0

Axiom E17. - (B = A)o(B-N = A-N). This axiom follows from my brute-force
semantics for names. Assume the premise:

R(A) C R(B)
We want to show that
R(A-N)CR(B- N{;\

which, of course, is trivial thanks to requirement (I) of Definition E21.

Theorem E18. - (AAB)-N = (A-N)A(B-N). Since (AAB) = A, (AAB)-N = A-N
(by Axiom E17, with T'=U). The same is true for B, proving:

(AAB)-N= (A-N)AN(B-N) 0
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Axiom E19. F (A-N)A(B-N) = (AAB)-N. Requirement (III) of Definition E21 exists
to support this axiom. It says:

R(AAB)-N CR(A-N)UR(B-N)

The right-hand side, by the semantics for A, is equal to R((A- N) A (B - N)), completing
the proof.

Theorem E20. - (AAB)-N = (A-N)A(B-N). Theorem E18 and Axiom E19 together
show equality. a

Axiom E23. (B toTh Ao (B torh A). Assgrgglziﬁl_g_é@:l\’f_alz‘!!t‘ Z-E;-! for\
n write'
1

) € {o,7}. Further, assume that R(B) C £ (-ET_/Y-T_). Using the semanticsef-Y, wdedn write
ﬁli(B) C &(o) ﬂ‘f,'(T), and hence R(B) C 5<c_rLf;L_‘-n_d)RéB§-§-Ehﬁ-.-By-ﬁm firdt assumption,
e ean=replace /3 in both statements with A, use the definition of N and the semantics of

=4= A, and conclude that R(A) C E(o /\k‘), justifying the axiom. ] =4=>
-
=5= Axiom E24. (B tog) A)> (B toArh A). Let T = {o,7} and T" = {o /\"}. Assume first =5=>
- that:
P7(R(A)(wp)) € op(R(B)(wp)) Vwy € W
Second, assume we are given wy and W) such that W] € ¢% (R(A)(wp)). We have the
existence of a wy € R(A)(wo) with W) = ¢ (wy).
Let Wy = ¢r(wy). By our first assumption, w; € ¢F(R(B)(wo)), so there is a w) €
R(B)(wp) with w; = ¢p(w]). We claim that ¢7(w)) = W), a claim supported by leaning
on the definition of ¢r:
oNT €($T7(-11)-/1)- ;-w-’l-e-é’-(c-r 7\‘{)____
N T
_ I!"‘ —
=0 qu /\Wl
B =B Awr € ()
(E w1 € E(0AT) ‘|
(]
|‘E ocATEWTTTTTTT
=6= Since w} is either T = {o /\hL or &, we have shown the equality, and that w; € =6=>
- O/N\T
&% (R(B)(wo)). Therefore the model supports B At 4, |
Axiom E25. (B ta} A)> (B g A). The structure of this proof parallels that of Axiom
E24. Let T = {o} and T' = {{o}. Assume first that:
P7(R(A)(wp)) € op(R(B)(wp)) Vwy € W
=A154= =A154=
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Axiom E19. F (A-N)A(B-N) = (AAB)-N. Requirement (III) of Definition E21 exists
to support this axiom. It says:

R(AAB)-N CR(A-N)UR(B-N)

The right-hand side, by the semantics for A, is equal to R((A- N) A (B - N)), completing
the proof.

Theorem E20. - (AAB)-N = (A-N)A(B-N). Theorem E18 and Axiom E19 together
show equality. a

Axiom E23. (B tosh A)> (B tonrh A). Assume R(B)_C_& OQ'@'R !!C; E%i (
o' € {a, 7;} Further assume that R(B) C 5(0 /\_ﬁ Usmg the semanm&efqﬂ( _wdedn writel

'R(B) C 5@\) ﬂf( ), and hence R(B) C &( “l antPRLB)-E €~ By tlrefirdt assumption,
\we ea-n—r'ef)laec—’B in both statements with A, use the definition of N and the semantics of

=4= A, and conclude that R(A) C E(o AN, justifying the axiom. O =4=>
-
=5= Axiom E24. (B tog) A)> (B toArh A). Let T = {o,7} and T" = {o A Fk Assume first =5=>
-
that:

¢7(R(A)(wp)) € ¢F(R(B)(wp)) Vuwy € W

Second, assume we are given wy and W) such that W] € ¢% (R(A)(wp)). We have the
existence of a wy € R(A)(wo) with W) = ¢ (wy).

Let Wy = ¢r(wy). By our first assumption, w; € ¢F(R(B)(wo)), so there is a w) €
R(B)(wp) with w; = ¢p(w]). We claim that ¢7(w)) = W), a claim supported by leaning
on the definition of ¢r:

o AT € qpiwy) =w) € E(0AT) ‘|
H = w) € £(o) Aw) € E(T))
' =0 ETATET !
\ = w; € E(0) Ay € E(F)

L----;wl-esmrﬁ““'

=0ANT w’l
|
=b= Eince w) is either T' = {o Afl} or &, we have shown the equality, and that w] € =6=>
&% (R(B)(wo)). Therefore the model supports B toard 4. ]

Axiom E25. (%{é;} A)> (B tog A). The structure of this proof parallels that of Axiom

E24. Let T = {df} and T" = {ﬂ% Assume first that:

¢7(R(A)(wp)) € ¢F(R(B)(wp)) Vuwy € W
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Second, assume we are given wp and W) such that w] € ¢4 (R(A)(wp)). That implies
the ex1stence of a ws 6 R(A woL Wlth W _= o7 iw]_) By the deﬁmtlon of .(rb.T/ we know

(as\ \- ----------------- l

Jur € Z'?_a_l ﬁ‘“—'mg_i W,

Define
_ T ifw) =
w1 = . —/ !
@ otherwise (w} =1T")
Clearly o€ w1 Tif and gn-ly- if :E‘,(Z w). Now we can write
\ ____________ N

TN k
o w1 € 5(22'&&‘ Uf w1 =7=>

This expression satisfies the definition of ¢, so we have ¢p(wy) = wy. Because wy €
R(A)(wp), we know w; € ¢H(R(A)(wp)).

Using the first assumption, we have w; € ¢%(R(B)(wp)). Using arguments analogous
to those above, we have the existence of a w| € R(B)(wy), and by the definition of ¢7, we
can show that w} is in ¢%(R(B)(wo)) as well. The model supports B = A. ]

A.5 Relationships among the restricted relations
In each of the counterexamples below, assume T = {s}.

é is not stronger than L. The subset relation in the projected model M of L holds
with the possible exception of the single world wr = T that represents the equivalence
class of Worlds in M in which all statements in T" hold. Clearly ¢ takes every member of

UGTS(_L%O that representative. The counterexample illustrated in Figure A.4 highlights
this exception.

T T
L is not stronger than =. Although we just showed that = is not quite stronger than

éF>, it certainly seems almost so. Indeed, it is easy to construct an example that shows
that the mighty relation does not follow from the basic speaks-for-regarding relation. See
Figure A.5.

'Esazsa,but not .Asay!‘g YThat is, R(B)(wy) C 5(_2'9011‘5 7?&4 wo ,@ o L[The latter
‘nfeans that there is a world wy € T\’,(.A)(wo) but wy ¢ 5{:L/

We can push (wg, wy) through our original assumptlon to find a w) such that (wo, wh) &
R(B) and w| =7 wy. Definition E11 tells us that w} ¢ 5(_L Whlch)means R(B)(wo) SCL/
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Second, assume we are given wo and W) such that @) € ¢ (R(A)(wp)). That implies
the ex1sten(ie of aw; € R(A wol with W) =_¢7/(wy). By_the definition of ¢z we know

Wy € E( —wxlif and only if —o le USlng the semantics of -, we can rewrite that e@ressmn\

(as\ ----------------- '

fuTl-E-g C‘l lff)’.—| ¢ w w1

o T ifw) =
171 @ otherwise (W, = T")

Define

Clearly o gy “if and only if —@ ¢ w). Now we can write
| N 7

wi € 5((‘l’iﬂ" o Epl :7:\

This expression satisfies the definition of ¢, so we have ¢p(wy) = wy. Because wy €
R(A)(wp), we know w; € ¢H(R(A)(wp)).

Using the first assumption, we have w; € ¢%(R(B)(wp)). Using arguments analogous
to those above, we have the existence of a w| € R(B)(wy), and by the definition of ¢7, we
can show that w} is in ¢%(R(B)(wo)) as well. The model supports B = A. ]

A.5 Relationships among the restricted relations
In each of the counterexamples below, assume T = {s}.

é is not stronger than L. The subset relation in the projected model M of L holds
with the possible exception of the single world wr = T that represents the equivalence
class of Worlds in M in which all statements in T" hold. Clearly ¢ takes every member of

NeeT& a‘l/co that representative. The counterexample illustrated in Figure A.4 highlights
this exception.

T T
L is not stronger than =. Although we just showed that = is not quite stronger than

éF>, it certainly seems almost so. Indeed, it is easy to construct an example that shows
that the mighty relation does not follow from the basic speaks-for-regarding relation. See
Figure A.5.

'Esazs;r but not .4 says Q)That is, R(B)(wg) C &( ql)but R( )(wo 7€ Q, The latter
‘nfeans that there is a world wy € T\’,(.A)(wo) but wy & &( Q,

We can push (wg, wy) through our original assumptlon to find 2 w) such that wo, wh)
R(B) and w} =7 wy. Definition E11 tells us that w) ¢ &£( aL Whlchmeans R(B)(wo) £ & {‘
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The set NserE(s) is the left pair of worlds (where

S -S
O N O ¢ s is true); the only edge belonging to R(A) ter-
4 minates in one of those worlds. Therefore, in this

H model, R(A)(w) — Nser&(s) C R(B)(w), and we
T
S =S conclude that B = A.
-t

The mapping ¢ that reduces the worlds above

B to equivalence classes modulo statements in T
A 4 will make this model M’. ¢%(R(A)) includes
O S O oS an edge to the equivalence class labeled s, but

¢%(R(B)(w)) does not. Therefore, B % A.

T
Figure A.4: A counterezample that shows B = A does not imply B L A

17'\’,([3)_(1_00_ _C_ci_' [a_) Vimplies R(A)(wp) C €@Ll Wiy

9 implies g We assume
— [ €(r) € R(B)(wo)
TeT

and that T\’,(B)(wo ) C S(‘_L/From the first assumption, any world wy € R(A)(wq) is elther
in S(QL (}et T = a))or in R(B)(wg). The former case trivially guarantees w1 € ECUL{and
the latter case does so by the second assumption. We conclude that R(A)(wq) C 5(_L/

T
L, is weaker than = and = is weaker than =. See F igure A.6 for counterexamples
that illustrate these relationships.
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The set NserE(s) is the left pair of worlds (where

S -S
O N O ¢ s is true); the only edge belonging to R(A) ter-
4 minates in one of those worlds. Therefore, in this

H model, R(A)(w) - Nuer(s) € R(B)(w), and we
T
conclude that B = A.

The mapping ¢ that reduces the worlds above

B to equivalence classes modulo statements in 7'
A 4 will make this model M’. ¢%(R(A)) includes
O S O oS an edge to the equivalence class labeled s, but

¢%(R(B)(w)) does not. Therefore, B % A.

T
Figure A.4: A counterezample that shows B = A does not imply B L A

R(B)(wo) C E(§Lamplies R(A)(wo) C £(4LY

which contradicts our second assumption. We may conclude that for all wyg € W and o E’\f;’
/ O
L
| VI ——— 4

T
. . T
= implies —. We assume

R(A)(wo) = (1) E(r) € R(B)(wo)

TeT
and that T\’,(B)(wo)_\g & (GQ-.,\From the first assumption, any world w1 € R(A)(wo) is either
in £(4) z:bet T = cQ’or in R(B)(wo). The former case trivially guarantees wy € (&) yand
the latter case does so by the second assumption. We conclude that R(A)(wo) C £(4).) O

T
L, is weaker than = and = is weaker than =. See F igure A.6 for counterexamples
that illustrate these relationships.
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Appendix B

Review: the logic of belief

The Sicilian smiled and stared at the wine goblets. “Now a great fool,” he began,
“would place the wine in his own goblet, because he would know that only another
great fool would reach first for what he was given. I am clearly not a great fool,
so I will clearly not reach for your wine.”

“That’s your final choice?”

“No. Because you knew I was not a great fool, so you would know that I would
never fall for such a trick. You would count on it. So I will clearly not reach
for mine either.” [Gol73, p. 157]

The Sicilian’s great effort went into reasoning about the beliefs of his opponent, including
his opponent’s beliefs about his own beliefs, and so on. His watertight reasoning is an
example of modal logic, the logic of belief. One way to reason about permissions and sharing
is to reason about who believes what. Let us call participants in a distributed system agents,
and the symbols that represent agents in logical expressions principals. Principals can also
represent sets of agents or one agent quotlng another these are called compound prmczpals
is, Alice trusts’ B0b$1n EVTar_y_rhatter) then if Bob believes it is good to read a given file,
Alice must beheve the same. In this appendix, I develop a model for reasoning about logic
in the presence of belief.

We begin with propositional logic. Assume there is a set of primitive (uninterpreted,
independent) statements ¥..! For our purposes of access control, we consider primitive
statements such as “it is good to write to file X.” This interpretation turns an imperative
command into a declarative proposition. The primitive statements may be connected with
and (AN) and not (=) to form arbitrary formulas. The or (V) and implies (o) operators
are abbreviations for longer formulas made of A and —.

'Figure 4.1 provides a table of sets and variable notation used in thigpaper}

_____
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Appendix B

Review: the logic of belief

The Sicilian smiled and stared at the wine goblets. “Now a great fool,” he began,
“would place the wine in his own goblet, because he would know that only another
great fool would reach first for what he was given. I am clearly not a great fool,
so I will clearly not reach for your wine.”

“That’s your final choice?”

“No. Because you knew I was not a great fool, so you would know that I would
never fall for such a trick. You would count on it. So I will clearly not reach
for mine either.” [Gol73, p. 157]

The Sicilian’s great effort went into reasoning about the beliefs of his opponent, including
his opponent’s beliefs about his own beliefs, and so on. His watertight reasoning is an
example of modal logic, the logic of belief. One way to reason about permissions and sharing
is to reason about who believes what. Let us call participants in a distributed system agents,
and the symbols that represent agents in logical expressions principals. Principals can also
represent sets of agents, or one agent quoting another; these are called compound principals,
and I discuss them in Eection B.1. If Alice believes everything Bob believes (that is, Alice
trust&’_Bé} in every matter), then if Bob believes it is good to read a given file, Alice must
believe the same. In this appendix, I develop a model for reasoning about logic in the
presence of belief.

We begin with propositional logic. Assume there is a set of primitive (uninterpreted,
independent) statements ¥..! For our purposes of access control, we consider primitive
statements such as “it is good to write to file X.” This interpretation turns an imperative
command into a declarative proposition. The primitive statements may be connected with
and (AN) and not (=) to form arbitrary formulas. The or (V) and implies (o) operators
are abbreviations for longer formulas made of A and —.

'Figure 4.1 provides a table of sets and variable notation used in thisﬂlsserﬁfi'o?l)
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Al44 APPENDIX B. REVIEW: THE LOGIC OF BELIEF

Next we introduce a modal operator believes.? If’La"}:i-_s__z;}formula and principalf_l‘
represents agent Alice, A believess’g-zs_ g}formula that can be read “Alice believes(é sy

,\T;I'I_lg) In time, we will introduce multiple believes operators, one per principal. For now,

we build a model that helps us understand which formulas A believes; that is, for Whicht:a\,
do we have A believes¢oy

To model this logic, we build a Kripke structure. A Kripke structure is a tuple of sets
M= (W, T ,A] ). The members of set W represent possible worlds. The function I maps
a primitive proposition (s) to the set of worlds where it is true, and the function J maps
a principal to a relation on worlds in W. Together, I and J determine the truth value of
every formula in every world in W; we discuss them in more detail shortly.

First, some intuition: A principal Alice (A) living in world wq considers some other set of
worlds possible. If a formula’g—is,‘true in each of those other worlds, then A (in wg) believes
the formula. Since each world is a parallel universe, principal A exists in every world. In
any given world, A believes different propositions depending on which worlds the principal
considers possible from the given world. An interesting fact about possible worlds is that
the set of worlds A considers possible captures what she does not know: if a statementoy
appears in one possible world and {g‘;appears in another, then A knows neithen:a\,nor ﬁ:a:,\
As far as she is concerned,\'g‘,could go either way, because A cannot tell in which of the
possible worlds she actually is.

T - \
2

When we write M, wy F45 (pronounced “M at wy models 47), we mean that in modely

1M at world wy, the formula o is tru;.‘i The mapping I tells us immediately about the

4rrith of primitive propositions at different worlds, but we wish to determine the truth
of ’a_lzbitrary statements\'g‘; including propositional connectives and our modal operators
(o = believes 7). I illustrate with an example structure, shown in Figure B.1.

The model contains three primitive statements, a, b, and p. The statement a means
that our agent Alice (A) is in the produce department of a grocery store. Its negation, —a,
means that Alice is in the meat department (it’s a small store). The b primitive means that
the store’s bananas are yellow, and the p primitive means that the store’s pork is fresh.

Recall the three parts of a model, (W, I ,A] ). W is the set of possible worlds; in our case,
since there are three primitive statements, there are at most eight: W = {wo, w1, ... w7}.
I is a relation that defines which primitive statements are true at which worlds. In our
example, I(b) = {wg, w1, w4, ws}, since the bananas are only yellow in those four worlds.
Finally, J is a function that maps principals to relations. Because we have only one principal
(Alice), J has only one mapping, written J(A). The relation J(A) is depicted with arrows
in the diagram. For example, (wq, w1) € J(A); that is, when the actual world is wg, wy is a
world Alice considers possible. In our example, it happens that Alice considers two worlds
possible from each world.

Assume for a moment that the actual world is in fact wg: Alice is in the produce

2In conventional modal logic, A believes ¢ is written 0 0.
3 Abadi typically distinguishes the world wo that defines ground truth in a model itself, so that a model
tuple becomes (W, wo, I, J). I use the same notation in Section 4.2.
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2 If U(ls aMormula and principal A
=

Next we introduce a modal operator believes.

4 \{rue. ) In time, we will introduce multlple belleves operators, one per principal. For now,

we build a model that helps us understand which formulas A believes; that is, for which o
Aio we have A believes &

To model this logic, we build a Kripke structure. A Kripke structure is a tuple of sets
M = (W, l:)]} The members of set W represent possible worlds. The function I maps
a primitive proposition (s) to the set of worlds where it is true, and the function J maps

a principal to a relation on worlds in W. Together, I and J determine the truth value of

every formula in every world in W; we discuss them in more detail shortly.

First, some intuition: A pr1nc1pal Alice (A) living in world wq considers some other set of

worlds possible. If a formula s 1s,true in each of those other worlds, then A (in wy) believes
the formula. Since each world is a parallel universe, principal A exists in every world. In
any given world, A believes different propositions depending on which worlds the principal
considers possible from the given world. An interesting fact about possible worlds is that
the set of worlds A considers possible captures what she does not know: if a statement o

As far as she is concerned, o
possible worlds she actually is.

ould go either way, because A cannot tell in which of the

ppears in one possible world K:nd -0 fpppears in another, then A knows neither o fpor —w{.}

'./\/l Elt__ x_xi;_rTii__E)_o_,__Ll_l_e__fgrln_ul_a\a‘ is true The mapping I tells us TI;I?lnga-te_l}T f_ﬂ;o_ut_ ?h_e
‘L-mth of primitive propositions at dlfferent worlds, but we wish to determine the truth
of arbltrary statements LA including propositional connectives and our modal operators

(a\— A believes 7). I illustrate with an example structure, shown in Figure B.1.

The model contains three primitive statements, a, b, and p. The statement a means
that our agent Alice (A) is in the produce department of a grocery store. Its negation, —a,
means that Alice is in the meat department (it’s a small store). The b primitive means that
the store’s bananas are yellow, and the p primitive means that the store’s pork is fresh.

Recall the three parts of a model, (W, 1:'\] ). W is the set of possible worlds; in our case,
since there are three primitive statements, there are at most eight: W = {wo, w1, ... w7}.
I is a relation that defines which primitive statements are true at which worlds. In our
example, I(b) = {wg, w1, w4, ws}, since the bananas are only yellow in those four worlds.
Finally, J is a function that maps principals to relations. Because we have only one principal
(Alice), J has only one mapping, written J(A). The relation J(A) is depicted with arrows
in the diagram. For example, (wq, w1) € J(A); that is, when the actual world is wg, wy is a
world Alice considers possible. In our example, it happens that Alice considers two worlds
possible from each world.

Assume for a moment that the actual world is in fact wg: Alice is in the produce

2In conventional modal logic, A believes ¢ is written 0 0.
3 Abadi typically distinguishes the world wo that defines ground truth in a model itself, so that a model
tuple becomes (W, wo, I, J). I use the same notation in Section 4.2.

represents agent Alice, A believes U( is a\formula that can be read “Alice believes a’ls)
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agent is in produce department
agent is in meat department
the bananas are yellow
the bananas are green

p the pork is fresh
—p the pork is spoiled

Figure B.1: A model of eight worlds (circles), illustrating the relationship between the ac-
cessibility relation for A (arrows) and the modal operator (A believes). At world wy,
A believes b, but ~(A believes p), and (A believes —p).

department, the bananas are yellow and the pork is fresh. If Alice were omniscient, she
would consider only wqg possible, for that is indeed the state of things. Alice, however, is
merely a shopper. She cannot see from the produce department what is going on in the meat
department, and thus she cannot tell if the pork is fresh. She must also consider possible
world w1, where the pork is spoiled. She knows for certain her own location, though, so
she can ignore worlds wy - - -w7. Because she is in the produce department and can see the
bananas, she can also ignore worlds wo and w3 in which the bananas are green.

I have explained the two arrows emanating from world wq. These two, with the othe

—————————— re —-—— - -

{provides_information a®out what_ éllc_e\/would believe if things were different. For example,
if the actual world were wy (the pork is in fact spoiled), Alice considers just the same worlds

wg and w1y possible, and for the same reasons.

Now that we have the intuition behind the Kripke structure, we can formally define
when various statements are true. Primitive propositions are easy: the casual definition of
I above becomes:

M,wy = s when wg € I(s)
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agent is in produce department
agent is in meat department
the bananas are yellow
the bananas are green

p the pork is fresh
—p the pork is spoiled

Figure B.1: A model of eight worlds (circles), illustrating the relationship between the ac-
cessibility relation for A (arrows) and the modal operator (A believes). At world wy,
A believes b, but ~(A believes p), and (A believes —p).

department, the bananas are yellow and the pork is fresh. If Alice were omniscient, she
would consider only wqg possible, for that is indeed the state of things. Alice, however, is
merely a shopper. She cannot see from the produce department what is going on in the meat
department, and thus she cannot tell if the pork is fresh. She must also consider possible
world w1, where the pork is spoiled. She knows for certain her own location, though, so
she can ignore worlds wy - - -w7. Because she is in the produce department and can see the
bananas, she can also ignore worlds wo and w3 in which the bananas are green.

I have explained the two arrows emanating from world wg. These two, with the gt_hgr\

arrows in the diagram, constitute the relation J (A).(’_I‘h@)arrows leavingsworlds other than?

T EEEEE S S EEE ETE E E EE=—-,  mmd  am ... -’

{wg provide information about what Aliceywould believe if things were different. For example,

if the actual world were w (the pork is in fact spoiled), Alice considers just the same worlds
wg and w1y possible, and for the same reasons.

Now that we have the intuition behind the Kripke structure, we can formally define
when various statements are true. Primitive propositions are easy: the casual definition of
I above becomes:

M,wy = s when wg € I(s)
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This definition can be read “Statement s is true at world wq in model M when wy is in the
set I(s).”

What about formulas constructed from the propositional connectives A and —=? The
truth of some complex formula\_ 1n)a world is completely determined by the truth of its
primitive propositions, which the model defines by the mapping I. So we can formally
define an extension function £ to extend the definition of I to arbitrary formulas. & is
defined recursively starting with I, and extends as you would expect for the propositional
connectives:

E(s) =1(s)
¢ (4-5,1__)‘?_‘_‘3@_

and convince yourself that 5 (bA=p) = {w1,ws}.

We embarked on this journey to discover when Alice believes various statements, so we
need to find out when the model supports formulas including our modal belief operator.
The natural intuition is that Alice should believe a statement whenever it is true in every
world Alice considers possible. To recall our example, b is true (the bananas are yellow)
in every world Alice considers possible from wq, so M,wy = A believes b. But because
Alice considers wg and wy possible, she considers both p and —p possible; and so she can
believe neither; hence we have —(A believes p) and —(A believes —p) at world wy. (You
can think of this situation as representing Alice’s “silence” on the matter of p. Even though
Alice asserts neither p nor —p, every formula is assigned a truth value. It is just that both
A believes p and A believes —p are false.)

With this intuition, we fill out the definition of £ to mention formulas containing our
modal operator A believes:

E(A belleves\glt {w|J(A)(w) C 5(_2.)

J(A)(w) denotes the set of worlds that .A considers possible from w. So whemo 1s\true in
every one of these worlds (i.e., J(A)(w) C 5(_3? then A believesto )

Of course, security is not very interesting in a world with only one agent. To introduce a
second principal, we simply add a neW relation J(B) to our model. Now we can reason about
what Bob believes (B belleves¢aL/and even about what Alice believes about what Bob
believes (A believes B believes¢ a) 7(In our example, we could certainly discuss Alice’s
beliefs about her own beliefs, but for our application to access control, that is uninteresting.)

“Formally, J(A)(w) = {w'[{w,w') € J(A)}.
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This definition can be read “Statement s is true at world wq in model M when wy is in the
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5(8)_: I(s)
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B.1 Compound principals

It is also possible to talk about compound principals. Lampson et al. define two operators
on principals that can be used to make new compound principals. The first is fairly easy to
describe: the principal A A B believes only things that both A and B believe. We can define
a new possible-worlds relation for the compound principal in terms of the relations for A
and B. To do this, we extend the mapping J to a new mapping R whose domain includes
compound principals. Like the definition of £, R is defined recursively starting with J:

R(A) = J(A)
V primitive principals A
R(AANB) =R(A)UR(B)
V arbitrary principals .A,k?

And R replaces J’s role in the definition of &:
E(A beheves’al\: {w|R(A)(w) C SLD

That set union operation is surprising! What’s going on? Recall that the more worlds
an agent considers possible, the less the agent believes. In our example structure, Alice
could not believe p because she considered world wy possible, where p was false. Likewise,
by taking the union of the relations for principals A and B to get the relation for the
compound principal A A B, we ensure that the compound principal is at least as ignorant
as either of A or B. If A and B disagree on any statement\'a‘; then A A B can see both
worlds wherexg 1s‘true and worlds where it is false, so A A B can have neither belief.

The second operator for forming compound principals is written B|A, and pronounced
“B quoting A.” (“Quoting” may seem an odd choice of words when talking about belief;
however, when we translate our terminology into that of Lampson et al., it reads more
naturally.) This principal captures B’s beliefs about A’s beliefs: (B|A) believes{oshould
be synonymous with B believes (A believes¢, O‘L]

The relation for the compound principal B|.A is the composition of the relations of B
and A:

R(B|A) = R(B) o R(A)

What is the intuition for using composition? Suppose we have M, wo E B|A believes(—ap\

At world wq, Bob believes Alice beheves‘a ‘That means that at every world Bob con51ders

p0551ble from wqy (R(B)(wq)), Alice behevesw ,\But Alice only believes{osat those worlds if
‘a 1s‘true at every world Alice can see from those worlds:

U R@@)
W/ €R(B)(wo)

The composition R(B) o R(A) relates wq to just this set. So B|A believes(a-'i;‘true at wo

exactly whernt o a-'ls\true in every world reachable from wg by the composited relation given
above as T\’,(B|A)
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B.1.1 The nature of principal relations

Now that we have a formal structure for discussing the beliefs of principals, let us consider

what kinds of beliefs are reasonable, and how one\’Rr_in_ci_pglg’,\beliefs should be related to
another’s.

Recall our example structure, where in any world, Alice was either ignorant (had no
belief) about the pork or ignorant about the bananas. The first observation is that agents
do not need to believe every true thing; statements about which they have neither a positive
nor a negative belief represent a fact about which the agent is ignorant.

Furthermore, observe that Alice never believed anything false: in every world, if
A believes {é,_q-:)also held in that world. In the parlance of modal logic, we would say
Alice’s belief is actually knowledge: although she does not have all knowledge, everything
she believes is in fact true. Why was this the case? Notice that Alice’s possible-worlds
relation is reflexive: for every world Alice’s relation includes an edge pointing back to that
world. That is why Alice cannot believe anything false. If\'g‘;is not true in a given world,
Alice cannot believa@ythere, because the definition

M, w = A believes{oyiff w € £(A believ_:es'\'é'i)
HE R(4) (1) C G

precludes it.

In modeling access control in the presence of arbitrary principals, however, we should
certainly expect that some principals will believe (or at least claim to believe) untrue things.
So we make no restriction of reflexivity on the relation that defines a principal’s beliefs.
Indeed, a principal may have an empty relation at a world: it may consider no worlds
possible! In that case, at that world, the agent considers every statement true, since every
statement is true in all of the zero worlds the agent considers possible. Indeed, the agent
believes false. The agent’s reasoning has become inconsistent; other agents would be wise
not to follow this agent’s beliefs.

B.1.2 Trust

Agents following one another’s beliefs is exactly how we model trust. If Alice establishes
that she believes everything Bob believes, then Alice does not have to be present for Bob
to read one of her files: if Bob claims that reading the file would be good, Alice must agree,
and the file server grants the request. To capture this trust, we observe that Alice is “less
ignorant” than Bob: she believes everything Bob believes, and then perhaps more (on which
Bob may remain silent). Therefore, from any actual world, Alice should consider possible
a subset of the worlds Bob considers possible. If Bob says a statement, it is because he
has ruled out the alternatives; he has no arrows to worlds where the statement is false. If
R(A) C R(B), then A has ruled out the same worlds, and must believe the same statement.
Thus Alice says everything Bob says; if she says even more, it is because she disregards some
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Agents following one another’s beliefs is exactly how we model trust. If Alice establishes
that she believes everything Bob believes, then Alice does not have to be present for Bob
to read one of her files: if Bob claims that reading the file would be good, Alice must agree,
and the file server grants the request. To capture this trust, we observe that Alice is “less
ignorant” than Bob: she believes everything Bob believes, and then perhaps more (on which
Bob may remain silent). Therefore, from any actual world, Alice should consider possible
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possible world that leaves Bob’s belief ambiguous. You should convince yourself that if Bob
believes\'g‘; Alice has to believe the same thing, for she considers possible only a subset of
the worlds Bob considers possible.

B.2 Further reading

Hughes and Cresswell provide the canonical, concise introduction to modal logic [HC96].
Fagin et al. provide a gentler introduction with motivating examples [FHMV95].
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Appendix C

Review: the original Calculus for
Access Control

This appendix contains an introduction to the Calculus for Access Control due to Abadi,
Lampson, et al. [ABLP93, LABW92]. I have preserved here the names used for formulas in
[LABW92]. T explicitly name formulas L1-L3, which are mentioned in passing in [LABW92,
p. 273], and formulas A1-A4, which are mentioned in [ABLP93, pp. 712, 714, and 718].
The typographic conventions defined in Table 4.1 are used here, as well.

In the preceding appendix, I introduced an instance of modal logic: propositional logic
plus the modal operators to capture the possibly ignorant, possibly false beliefs of fallible
principals. The semantics I presented, based on Kripke structures, is exactly that used by
Abadi to justify the calculus for access control. I introduced the semantics first, though,
because conventionally the semantics is the “intuitive model” of the world, and the logic is
a system for discovering theorems (statements that are true in every model) and reasoning
from premises to conclusions that must appear in the model.

To apply modal logic to access control, Abadi et al. rename the operators. First,
“believes” is renamed “says.” This is meant to capture the notion that the logic is perfor-
mative: sometimes when a principal says something, that something becomes true. The act
of saying to a file server that a file should be modified, given that the file server believes you,
causes that file to indeed be modified. This renaming makes the quoting operator sound
more natural: B|A is Bob quoting Alice. B|A says s is a synonym for B says A says s.
“Belief” is still useful intuition, however. The operator is the same; Bob’s belief in\'g‘)can
be inherited by Alice without Alice actually utteringg.}

A logic is a system of axioms and proof rules that let one reason from premises to
conclusions: if the premise holds in a model, the conclusion holds as well. The logic of the
Calculus is sound in that any conclusion proven in the logic holds in the model, but it is
not complete: there are statements that are true in every model that cannot be proven in
the logic. Abadi suggests that in fact the model may be undecidable: no logic system is
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adequate to prove every valid statement of the model.

The logic of access control is the same (up to variations in notation) as the conventional
modal logic system K,,. The subscript n indicates that there are multiple modal operators
[HC96, FHMV95, p. 51]. I present that system here.

First, we write H{gsif a statementtg 1s‘vahd in the logic: either taken as an axiom, or
provable as a theorem from other axioms and the proof rules. We prove theorems using the
following:

If(é'is__;;‘tautology of propositional calculus,
then koY <£Axiom S1)

The axiom lets us pull in the theorems of propositional calculus without explicitly mention-
ing the axioms and proof rules that produce them.

o A

H\Z’

N j}lule S2)

The proof rule (modus ponens) says that if both\’g—_gg_(_i}the implication(:abT are valid
(provable), then 7 is provable as well. It lets us prove theorems about formulas that include
the modal operators (says) by reasoning from premises to conclusions.

We also have the Distribution Aziom (known in modal logic as the axiom K, from which
the name of the system K,, derives):

F Asays {05 7) o (Asays{o> AsaysT) (Axiom S3)

Intuitively it means that agents understand and believe all of the consequences of their
beliefs. Furthermore, they believe every theorem:

}_"__"

VA, Rule $4)

F'\Aiaﬁ a1
i
That is, agents know all of the theorems of the logic.

There is a subtle but important distinction between implication in the metalogic (the
proof rule above) and implication in the logic. The logical symbol - means that the premises
on its left prove the conclusmns on its rlght The proof rule condition }—\a;means that no
premises are requlred to prove\a) that 15,\0315 _a, Mheorem. When that is true, we may
conclude .Asay!\g ¥t is proven that .Asay@

In contrast, the correspondlng statement in the logic (not the metaloglc) does not hold.
The statement J*‘\UD.Asay{g 1s’read ‘it is not provable that\a;lmphes .AsaySa 3 The
premise of the implication is an arbltrary statementt o iunhke the theorem Ha in the,proof
rule); it is not true that principals say every true statement. They say every theorem (those
statements true in every world), but not every true statement (those statements true in the
actual world from which the statement is being uttered).
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C.1. THE CALCULUS OF PRINCIPALS 153

C.1 The calculus of principals

The symbol = is an equivalence relation on principals; by A = B we mean that A and B
have the same relation and therefore the same beliefs.! (Elsewhere in the dissertation I also
use = to denote set equality; its use should be clear from context.)

! I have pr esented,the logical tools for reasoning about formulas of statements. \RecaH)

¢ th_at_ we canMalso combine principals into principal formulas. For example,l/r AB sy is\the
principal that believes (says) only things that A and B agree upon. In the logi-e—.A'/\ B is
defined in terms of its relationship to statements:

F (AN B)says = (Asayss) A (B’sgxs_a_}‘, (Definition P1)

Principal conjunction is associative, commutative, and idempotent:

FAAB)AC=AN(BAC) (Axiom P4)
FAANB=BAA (Axiom P4)
FANA=A (Axiom P4)
Quoting (B|.A) is defined as:
F (B|A) says a‘_ =TFsays TA_S__is_aTl, (Definition P2)

In a sense, the quoting operator “curries” a says operation from the propositional formula
into the principal formula, so that one can talk about a principal quoting another without
yet mentioning the specific statement being quoted.

Quoting is associative and distributes over conjunction in both arguments:

- (AIB)[C = A|(BC) (Axiom P5)

- A[(BAC) = (A|B) A (A[C)

F (AAB)[C = (AlC) A (BIC) (Axiom P6)

C.2 The “speaks for” relation

A central concept of the calculus is the “speaks for” relation (=), which defines a partial
order over all principals. This relation encodes the notion of one principal trusting another
that I introduced in Section B.1.2. The statement B = A is read “B speaks for A,” and
means that whenever B says something, A certainly agrees. Formally, we define

FB=A) =B=BAA) (Definition P7)

'Abadi et al. “note that A and B can have the same beliefs without having the same possible worlds
relation; however, because principals are identified by their relations in the semantics, we define equality in
terms of relations.” This situation is only possible if the model has two distinct worlds in W that belong to
all the same I sets; that is, the model has two separate but indistinguishable worlds.
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Why is this the case? If A trusts B, then A says everything B says. So the set of things
BA A say must be the same as the set of things B says. It cannot be greater, by its semantic
definition in Section B.1, and it cannot be less, or else there is something B says that A
does not.

From the definition we can derive:2

F(B=A)> (B say;lé'i:b (A say@-i) (Theorem PR)

When B = A, B is a stronger principal than A in the sense that B can do everything A
can do (by making A believe the appropriate performative statement), and perhaps more.

Using the associativity of A for principals, it is clear that = is a transitive relation:
FB=AANC=DB)>2C=A (Theorem L1)

(The A in the theorem is that for statements. I would like to use a different symbol for
clarity, but I stick with the notation of Abadi et al. here.) Both the A and | operators on
principals are monotonic with respect to =:

F (A= B)=((AAC) = (BAC)) (Axiom L.2)
F(A= B)> ((A4C) = (B|C)) .
- (A= B)> ((Cl4) = (C|B)) (Axiom L3)

With the speaks-for relation, we can finally see why quoting is a useful operation.
One can let C|B = A, so that C can only speak for A when it quotes B. Without
quoting, we would need a formal accounting for universal quantification over formulas:
Vo,C says Bsaysioo A saySE:\

The semantics of = falls out fairly directly. Definition P7 requires that

MwEB=A
iff R(B) =R(BANA) =R(B)UR(A)
iff R(A) C R(B)

Notice that the condition on the R relations is independent of the world w. So the extension
function & is all-or-nothing for speaks-for formulas:

Wit R(A) C R(B)

@ otherwise (Definition A1)

S(B:>A):{

2Surprisingly, Abadi et al. drop Definition P7 and instead treat Theorem P8 as an axiom. Doing so
leaves the logic with no axioms with = in the conclusion, and hence precludes theorems whose conclusions
establish = relationships. In fact, Theorem P8 requires only the weaker operator — in its premise, which [
discuss in Section 4.2.1.
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Why is this the case? If A trusts B, then A says everything B says. So the set of things
BA A say must be the same as the set of things B says. It cannot be greater, by its semantic
definition in Section B.1, and it cannot be less, or else there is something B says that A
does not.

From the definition we can derive:2

F(B= A)> ((Bsays G{l\b (A says@ (Theorem PR)

When B = A, B is a stronger principal than A in the sense that B can do everything A
can do (by making A believe the appropriate performative statement), and perhaps more.

Using the associativity of A for principals, it is clear that = is a transitive relation:
FB=AANC=DB)>2C=A (Theorem L1)

(The A in the theorem is that for statements. I would like to use a different symbol for
clarity, but I stick with the notation of Abadi et al. here.) Both the A and | operators on
principals are monotonic with respect to =:

F (A= B)=((AAC) = (BAC)) (Axiom L.2)
F(A= B)> ((A4C) = (B|C)) .
- (A= B)> ((Cl4) = (C|B)) (Axiom L3)

With the speaks-for relation, we can finally see why quoting is a useful operation.
One can let C|B = A, so that C can only speak for A when it quotes B. Without
quoting, we would need a formal accounting for universal quantification over formulas:
Vo,CsaysBsayso 1.,4 says 4:)

The semantics of = falls out fairly directly. Definition P7 requires that

MwEB=A
iff R(B) =R(BANA) =R(B)UR(A)
iff R(A) C R(B)

Notice that the condition on the R relations is independent of the world w. So the extension
function & is all-or-nothing for speaks-for formulas:

Wit R(A) C R(B)

@ otherwise (Definition A1)

S(B:>A):{

2Surprisingly, Abadi et al. drop Definition P7 and instead treat Theorem P8 as an axiom. Doing so
leaves the logic with no axioms with = in the conclusion, and hence precludes theorems whose conclusions
establish = relationships. In fact, Theorem P8 requires only the weaker operator — in its premise, which [
discuss in Section 4.2.1.
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C.3 Access Control Lists

The speaks-for relation, because it is transitive, lets us reason broadly about how principals’
beliefs affect one another. In the end, however, the server wants to convince itself that some
primitive proposition s, perhaps to be interpreted “it is okay to change the contents of the
file,” is true. To support this, Abadi, Lampson et al. use the construct A controls s to
indicate that principal A’s beliefs about s are taken to be truth. It is defined as:

A controls s = ((Asayss) o s) (Definition A2)

Now suppose B wants to write to the file that s describes, and the assumptions - B = A
and F A controls s hold. Then the file server will be able to verify a proof of - s, convincing
itself that “it is okay to change the contents of the file.”

Lampson et al. encode access control lists (ACLs) using controls assumptions:

= A controls sreqds
ACL (0O1) = ¢ FpA controls syprite,
F8B controls s;eqd

By adjusting which principals’ assertions are believed, the ACLs allow or disallow agents
to effect action.

C.4 Higher-level operators

The operating system that instantiates the calculus requires resource servers to construct
and then verify all necessary proofs [WABL94]. Wobber calls it a pull model: it is the
servers’ job to pull in necessary assumptions and proof components needed to verify an
agent’s access. Building such proofs, when assumptions include speaks-for formulas with
arbitrary combinations of A and | operators, takes exponential time. To make the decision
problem tractable, Lampson et al. define two high-level operators, as and for, in terms of
the lower-level operators. Each operator is designed to reflect an idiomatic usage pattern
of the calculus. The higher-level operators can combine in fewer ways than the lower-level
operators, allowing an implementation to exploit characteristics such as associativity and
idempotence. In the abstract, the operators can be treated as abbreviations and replaced
by their definitions, and they do not affect the calculus. I cover them here to demonstrate
the idioms they represent.

C.5 Roles and the “as” operator

Abadi et al. define a distinguished, disjoint set of principals called roles. By quoting a
role, a principal restricts its own authority. For example, define the roles Ryger and Radmin
representing a person acting as a user and as an administrator, respectively. Suppose the

=Al71=


Compare Words A171


=B171=

C.3. ACCESS CONTROL LISTS 155

C.3 Access Control Lists

The speaks-for relation, because it is transitive, lets us reason broadly about how principals’
beliefs affect one another. In the end, however, the server wants to convince itself that some
primitive proposition s, perhaps to be interpreted “it is okay to change the contents of the
file,” is true. To support this, Abadi, Lampson et al. use the construct A controls s to
indicate that principal A’s beliefs about s are taken to be truth. It is defined as:

A controls s = ((Asayss) o s) (Definition A2)

Now suppose B wants to write to the file that s describes, and the assumptions - B = A
and F A controls s hold. Then the file server will be able to verify a proof of - s, convincing
itself that “it is okay to change the contents of the file.”

Lampson et al. encode access control lists (ACLs) using controls assumptions:

F A controls syea],

ACL (O1) = F A controls Syprit¥
E B controls syeqq

By adjusting which principals’ assertions are believed, the ACLs allow or disallow agents
to effect action.

C.4 Higher-level operators

The operating system that instantiates the calculus requires resource servers to construct
and then verify all necessary proofs [WABL94]. Wobber calls it a pull model: it is the
servers’ job to pull in necessary assumptions and proof components needed to verify an
agent’s access. Building such proofs, when assumptions include speaks-for formulas with
arbitrary combinations of A and | operators, takes exponential time. To make the decision
problem tractable, Lampson et al. define two high-level operators, as and for, in terms of
the lower-level operators. Each operator is designed to reflect an idiomatic usage pattern
of the calculus. The higher-level operators can combine in fewer ways than the lower-level
operators, allowing an implementation to exploit characteristics such as associativity and
idempotence. In the abstract, the operators can be treated as abbreviations and replaced
by their definitions, and they do not affect the calculus. I cover them here to demonstrate
the idioms they represent.

C.5 Roles and the “as” operator

Abadi et al. define a distinguished, disjoint set of principals called roles. By quoting a
role, a principal restricts its own authority. For example, define the roles Ryger and Radmin
representing a person acting as a user and as an administrator, respectively. Suppose the
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Appendix D

Review: The Simple Public Key
Infrastructure

The Simple Public Key Infrastructure 2.0 (SPKI, pronounced “spooky”) is an Internet
Experimental Protocol created by Ellison, Frantz, Lampson, Rivest, Thomas, and Ylonen
[EFLT99]. As its name suggests, it is designed to be a unifying standard for supporting
public key authorization across the global Internet. I highlight here some of the features of
SPKI relevant to my work.

First, SPKI’s primary goal is to provide a server with evidence that the holder of a
given cryptographic key is ultimately authorized for a request signed by that key. This goal
contrasts with that of other public-key infrastructure efforts that attempt to bind keys to
identities, and leave authorization to be handled in the conventional fashion by ACLs that
map identity to authorization.

In this section, I review the types of certificates that SPKI supports, and outline the
procedure used to determine whether a given certificate chain supports a requested opera-
tion.

D.1 Certificate types

SPKI defines its own certificate format, as well as an internal representation of certificates
to which it can map other inputs, such as PGP certificates, X.509 certificates, or locally
maintained ACL entries. Authorization results can be constructed from inputs providing
information in one of three forms:

o <authorizationﬁ<ey>

o <authorizationﬁﬁame>
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The Simple Public Key Infrastructure 2.0 (SPKI, pronounced “spooky”) is an Internet
Experimental Protocol created by Ellison, Frantz, Lampson, Rivest, Thomas, and Ylonen
[EFLT99]. As its name suggests, it is designed to be a unifying standard for supporting
public key authorization across the global Internet. I highlight here some of the features of
SPKI relevant to my work.

First, SPKI’s primary goal is to provide a server with evidence that the holder of a
given cryptographic key is ultimately authorized for a request signed by that key. This goal
contrasts with that of other public-key infrastructure efforts that attempt to bind keys to
identities, and leave authorization to be handled in the conventional fashion by ACLs that
map identity to authorization.

In this section, I review the types of certificates that SPKI supports, and outline the
procedure used to determine whether a given certificate chain supports a requested opera-
tion.

D.1 Certificate types

SPKI defines its own certificate format, as well as an internal representation of certificates
to which it can map other inputs, such as PGP certificates, X.509 certificates, or locally
maintained ACL entries. Authorization results can be constructed from inputs providing
information in one of three forms:

e (authorizatioz key)

e (authorizatiof hame)
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160 APPENDIX D. REVIEW: SIMPLE PUBLIC KEY INFRASTRUCTURE
o <name,A<ey>

The first form coincides with SPKI’s design philosophy of mapping keys directly to au-
thorizations. Inputs of the latter two forms must ultimately be combined to form a
(authorization fkey) mapping to become useful.

Inputs of the first two forms are mapped into a data structure called a 5-tuple for internal
processing; inputs of the latter form are mapped into a data structure called a 4-tuple.

D.2 The SPKI 5-tuple

A 5-tuple has the following fields:

e issuer: the public key granting the permission defined by the 5-tuple
e subject: a public key or name to which the permission is being granted

e delegation-control: a boolean value indicating whether this permission may be further
delegated

e authorization: a set of primitive permissions being granted

e validity dates: a date range limiting the validity of this delegation

The intended meaning is that the issuer grants the subject the permission described in the
authorization field for the duration of the validity dates. If the delegation-control bit is set,
the subject may further delegate any or all of the permission to another subject.

The subject in a 5-tuple (or a 4-tuple, which I present shortly) may be a k-of-n threshold
function. In this case, the permission is delegated to any principal that can prove it is
authorized to speak for any k of the n “subordinate” subjects listed in the threshold function.

The authorization fields contain primitive permissions whose interpretation is left to the
application employing the SPKI authorization engine. These permissions are represented
using tags. Tags encode infinitely large sets of primitive statements in a form that permits a
compact representation of certain subsets. Notably, a tag can represent only a set of primi-
tive symbols; never a formula made from the negation or conjunction of primitive symbols.
Tags admit a simple intersection algorithm that always yields a compact representation of
the intersected set.

SPKI certificates may also indicate an on-line mechanism for verifying that the issuer
considers a certificate still valid. Two of the checks, the certificate revocation list (CRL, a
negative list of revoked certificates) and the timed revalidation (a positive list of still-valid
certificates), are performed by consulting a list revised more frequently than the original
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e (nam¢ key)

The first form coincides with SPKI’s design philosophy of mapping keys directly to au-
thorizations. Inputs of the latter two forms must ultimately be combined to form a
(authorizatiox key) mapping to become useful.

Inputs of the first two forms are mapped into a data structure called a 5-tuple for internal
processing; inputs of the latter form are mapped into a data structure called a 4-tuple.

D.2 The SPKI 5-tuple

A 5-tuple has the following fields:

e issuer: the public key granting the permission defined by the 5-tuple
e subject: a public key or name to which the permission is being granted

e delegation-control: a boolean value indicating whether this permission may be further
delegated

e authorization: a set of primitive permissions being granted

e validity dates: a date range limiting the validity of this delegation

The intended meaning is that the issuer grants the subject the permission described in the
authorization field for the duration of the validity dates. If the delegation-control bit is set,
the subject may further delegate any or all of the permission to another subject.

The subject in a 5-tuple (or a 4-tuple, which I present shortly) may be a k-of-n threshold
function. In this case, the permission is delegated to any principal that can prove it is
authorized to speak for any k of the n “subordinate” subjects listed in the threshold function.

The authorization fields contain primitive permissions whose interpretation is left to the
application employing the SPKI authorization engine. These permissions are represented
using tags. Tags encode infinitely large sets of primitive statements in a form that permits a
compact representation of certain subsets. Notably, a tag can represent only a set of primi-
tive symbols; never a formula made from the negation or conjunction of primitive symbols.
Tags admit a simple intersection algorithm that always yields a compact representation of
the intersected set.

SPKI certificates may also indicate an on-line mechanism for verifying that the issuer
considers a certificate still valid. Two of the checks, the certificate revocation list (CRL, a
negative list of revoked certificates) and the timed revalidation (a positive list of still-valid
certificates), are performed by consulting a list revised more frequently than the original
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162 APPENDIX D. REVIEW: SIMPLE PUBLIC KEY INFRASTRUCTURE

Reduction proceeds as follows. First, 4-tuples are reduced to resolve names. 4-tuples
that define a name in terms of another grounded chain of names are reduced using 4-tuples
that define a name in terms of a key. Eventually, 4-tuples of the former form are reduced
to 4-tuples of the latter form. The validity date stored in the outcome of each reduction is
the intersection of the validity dates of the 4-tuples being reduced.

Then the <name,A<ey> bindings formed by the reduced 4-tuples are applied to resolve
names in 5-tuples back to keys, again carrying yalidity dates through with intersection
operations. This operation turns <authorization,&xame> 5-tuples into <authorization,Z(ey>
tuples.

At this point, each 5-tuple represents a subject key (or threshold subject defined as a
set of keys) with authorization to perform some set of actions on behalf of the issuer key.
When two 5-tuples form a chain of delegation (the issuer of the second is the subject of the
first, and the first tuple allows further delegation), the 5-tuples are reduced to a new tuple
whose subject is the subject of the second tuple and whose issuer is the issuer of the first.
The reduced tuple carries the intersection of the authorizations of the source tuples as its
authorization, and the intersection of the validity dates of the source tuples as its validity
dates. Finally, the reduced tuple carries the same delegation control bit as the second tuple
did. Think of the delegation control bit as the coupling on the back of a boxcar; if the first
tuple lacks it, the cars cannot couple; if the second tuple lacks it, the cars may couple, but
the resulting “super-car” will also lack a rear coupling.
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Reduction proceeds as follows. First, 4-tuples are reduced to resolve names. 4-tuples
that define a name in terms of another grounded chain of names are reduced using 4-tuples
that define a name in terms of a key. Eventually, 4-tuples of the former form are reduced
to 4-tuples of the latter form. The validity date stored in the outcome of each reduction is
the intersection of the validity dates of the 4-tuples being reduced.

Then the <name;key> bindings formed by the reduced 4-tuples are applied to resolve
names in 5H-tuples back to keys, again carrying validity dates through with intersection
operations. This operation turns (authorizatiox;wame) 5-tuples into (authorizatioxkey)
tuples.

At this point, each 5-tuple represents a subject key (or threshold subject defined as a
set of keys) with authorization to perform some set of actions on behalf of the issuer key.
When two 5-tuples form a chain of delegation (the issuer of the second is the subject of the
first, and the first tuple allows further delegation), the 5-tuples are reduced to a new tuple
whose subject is the subject of the second tuple and whose issuer is the issuer of the first.
The reduced tuple carries the intersection of the authorizations of the source tuples as its
authorization, and the intersection of the validity dates of the source tuples as its validity
dates. Finally, the reduced tuple carries the same delegation control bit as the second tuple
did. Think of the delegation control bit as the coupling on the back of a boxcar; if the first
tuple lacks it, the cars cannot couple; if the second tuple lacks it, the cars may couple, but
the resulting “super-car” will also lack a rear coupling.
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